ITOCTAHOBIJJEHHNE

IIpencenarens Bomoroackou ropoackou ymsl

or 27 vosiOps 2025 ronga Ne 19

00 yrBepxaenun Konuenunu nHGpopMannoHHOi 0€30M1aCHOCTH
Bousoroackoii ropoackoii Aymsbi u IlomuTuku nHpOpManMOHHOKH 0€30MMACHOCTH
BoJioroackoii ropoackou Jlymbi

B menax obOecnedeHuss 0€30MaCHOCTH IEPCOHAIBHBIX JaHHBIX CYOBEKTOB
NEPCOHANBHBIX  JaHHBIX, 00pabaThiBaéMbIX B  MH(MOPMALMOHHOM  cUCTEME
MEPCOHANIBHBIX ~ JaHHbIX  Bonoroackoit ropojackod  Jymbl, Ha  OCHOBaHHH
®enepanpHoro 3akoHa ot 27 wutons 2006 roma Ne 152-03 «O mnepcoHaIbHBIX
JaHHBIX», TocTaHoBieHus I[IpaButensctBa Poccuiickoit ®@eneparuu ot 01 HOAOPs
2012 roga Ne 1119 «O6 yrBepxkaeHun TpeOOBAHUH K 3alIUTE MEPCOHANBHBIX JAHHBIX
npu ux o00paboTke B HMHPOPMAIIMOHHBIX CHUCTEMax MEPCOHAIBHBIX JTAHHBIXY,
Ha OCHOBaHWHM 4YacTu 8§ crtaThbu 27, ctathu 35 YcraBa ropoJICKOro OKpyra ropoja
Bonorner IOCTAHOBJIATO:

1. YtBepauths mnpunaraemyro KoHuenmuioo HHPOPMAIMOHHONW O0€30MacHOCTH
Bonoroackoii ropojickoit Jlymsl.

2. VYr1Bepauth mnpunaraemyro llonmutuky wHGOpPMAIIMOHHOW O€30MacHOCTH
Bonoroxackoi ropoackoun Jlymst.

3. Hacrosimmee mOCTaHOBJICHUE TMOJJICKUT OMYOJIMKOBAHHIO B Ta3eTe
«Bomoroackue HOBOCTWY», pa3MelIeHHI0 Ha odunuaibHOM caite Bosoroackoit
ropojackoil JIlymbl B HMH(pOPMAIIMOHHO-TEIEKOMMYHHKAIIMOHHON ceTu «WHTepHeT»,
BCTYIAeT B CHJIy CO JHS ONMyOJWKOBAHUS U PACTPOCTpaHSAETCS Ha MPABOOTHOIICHUS,
BO3HUKINIME CO JHS M30paHUsS W BCTYIUICHUS B JIOJDKHOCTH [aBwl Tropona Boormb

B COOTBETCTBMHM C 3akoHOM Bousoroackoit o6nactu ot 01 aBrycra 2025 roma
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No 5936-O3 «O peryiupoBaHUM HEKOTOPHIX BOMNPOCOB OpPraHU3AlUM MECTHOTO

caMOympaBJieHUs] Ha Tepputopuu Bomoroackoi odbmactuy.

[Ipencenarens

Bonorojckou ropoackon Jymsl J1.B. AHTOHOB



YTBEPX/JEHA
nocra”HoBieHuem llpencenarens
Bonoroackoii ropoackon [Jymsl

ot 27 HosOps 2025 roma Ne 19

KOHIENIUS
UHO®OPMAIIMOHHOM BE3OITACHOCTH
BOJIOTOJICKOH 'OPOJCKOM TYMBI

1. OO01re noJI0KEHUS

1.1. Hacrosmas Konnenuus wundopmanmonHoi Oe3omacHocTH Bosoroackoit
ropozackoi Jymel (manee — Konmenius) onpeaensier o0mue moaxoasl K 00ecreueHno
uH(popMalMoHHOM Oe3omacHocTH B Bosoroackoit roponckoit [lyme (manee Takxke —
ropojckas [yma, {yma).

1.2. Heob6xomumocth yTBepkaeHus Konuenuuu oO0yciaoBiI€Ha paclIMpEeHUuEM
chepsl TpUMEHEHHs] MH(QOPMAIMOHHBIX TEXHOJOTUH M TPOIECCOB MpPU 00pabOTKe
MIEPCOHAIBHBIX JAHHBIX.

1.3. Konuenuust onpenenseT OCHOBHBIE II€NH, 3aJja4il U MPUHITUIBI 00ecTIieueHus
0€30MacHOCTH TeEepCOHAJIbHBIX JaHHBIX B Bonoroackoil roponckoir Jlyme, a Takxke
OOIIYIO CTPATETHIO TOCTPOCHUSI CUCTEMBI 3aIIUThI IEPCOHATBHBIX JaHHBIX Bomoroackoi
rOpOACKOM J{yMmBbl.

1.4. Konuenuus pa3paborana B coorBeTcTBuM ¢ denepanbHbIM 3aKOHOM OT 27
utonss 2006 roma Ne 152-®3 «O mnepcoHanbHBIX JaHHBIX» (C TOCIEAYIOIUMU
W3MEHEHHUSAMH ) Ha OCHOBAHHH CJICTYIOIIUX TTPABOBBIX aKTOB:

- nocranoBienue [IpaBurenscrBa Poccuiickoit denepanuu ot 06 urons 2008 roxa
Ne 512 «O06 ytBepkaeHUN TPeOOBaHUN K MAaTEPHAIBHBIM HOCHUTEISIM OHMOMETPUUYECKHUX
MEPCOHABHBIX JAHHBIX M TEXHOJOTUSIM XPAaHCHHS TaKUX JTAHHBIX BHE HH(POPMAITMOHHBIX
CHUCTEM MEPCOHATBHBIX JAHHBIX» (C MOCIEAYIOIMUMHI U3MEHEHUSIMHU );

- nocraHoBinenue [IpaBurensctBa Poccuiickoit @enepanuu ot 15 centsadps 2008
romra No 687 «0O6 yrBepxkaenun IlomoxeHnuss o0 ocoOeHHOCTSIX 00paboTku
NEPCOHATBHBIX JAHHBIX, OCYILIECTBISIEMOI 0€3 NCIOJIb30BAHMS CPEJICTB ABTOMATU3ALIUN

(c mocneayronM U3MEHEHUEM);



- moctanoBienue [IpaButenbctBa Poccuiickoit @enepanuu ot 01 Hos6ps 2012
roga Ne 1119 «O6 yrBepkIaeHUM TpeOOBAaHUUN K 3alIUTE TMEPCOHAIBHBIX JAHHBIX TPU
ux 00paboTke B MHPOPMALIMOHHBIX CHCTEMAaX MEPCOHATBHBIX TaHHBIX);

- npuka3z denepanbHOl CIyKObl MO TEXHUYECKOMY U IKCIIOPTHOMY KOHTPOJIIO
or 18 depans 2013 roma Ne 21 «O6 yrBepxkaenun CocTaBa W COAEp KaHUS
OpPraHU3aIMOHHBIX M TEXHUYECKUX MEp MO 00eCreYeHHI0 OE30MacHOCTH MEePCOHANBHBIX
JAHHBIX MpU UX 00paboTKe B MH(POPMAIMOHHBIX CHUCTEMAaX MEPCOHAIBHBIX JTAHHBIX
(c mocneayrIUMA H3MEHECHUSIMHU );

- bazoBast Mojienb yrpo3 6€30MacHOCTH MEPCOHATBHBIX JAHHBIX TIPHU UX 00paboTKe
B MH(OPMAIIMOHHBIX CHUCTEMaX IMEPCOHANBHBIX JAaHHBIX, YTBEPXKICHHAs 3aMeCTUTEIeM
nupekTopa PenepanabHOM CIIy)KObl IO TEXHUYECKOMY M HKCIOPTHOMY KOHTposo 15
depansa 2008 roxa.

Konnenmiusi  pa3pabotraHa B COOTBETCTBUM C  CHCTEMHBIM  TOJXOJIOM
K obecrnieueHnto MHQOpMaMOHHON Oe3zomacHocTH B Bomoroackoil ropoackoit Jlyme.
CucTteMHBI TOAXOJ TMpEANojaraeT aHaldu3 aKTyalbHBIX yrpo3 0e30MacHOCTH
MEPCOHAIBHBIX JAHHBIX U PYHKIIMOHUPOBAHUE CUCTEMBI 3aIIUTHI IEPCOHATBHBIX TAHHBIX
C MO3UIMU KOMIUIEKCHOTO MPUMEHEHUSI TEXHUUECKUX, OPTaHU3AIIMOHHBIX MEpP U CPEACTB
3alUTHl IEPCOHAIBHBIX JaHHBIX.

1.5. B Konuernuuu moa WHGOPMAIMOHHON OE30MAaCHOCTHIO IMOHUMACTCS
3aIUIICHHOCTh TEPCOHANBHBIX JaHHBIX U 00palaThIBaroie uX WHEOPACTPYKTYphl OT
BCEX BHUJIOB yIpO3, BHEIIHUX U BHYTPEHHUX, YMBIIUICHHBIX W HEMPEIHAMEPECHHBIX.
3amaun  WHGOPMAIMOHHON OE30MaCHOCTH CBOAATCS K MHUHHMH3AIMHM yiiepbda oT
BO3MOXXHOW peaju3aluyd yrpo3 0e30MacHOCTH NEePCOHANbHBIX JAaHHBIX, a Takke K
IIPOTHO3UPOBAHUIO U MIPEAOTBPALLICHUIO TAKUX BO3JACHCTBUM.

1.6. B Konmenmuu HCMOAB3YIOTCS TEPMHUHBI W OMNpEIEICHUS B 3HAUYCHUSX,
omnpeneneHHbix B DenepanpbHoM 3akoHe oT 27 wutons 2006 roma Ne 152-d3 «O
MEPCOHANBHBIX JAAHHBIX» (C MOCIEAYIOUIMMUA U3MEHEHMsIMU) U ba3oBoil Mojenu yrpo3
0€30MmacHOCTH IEPCOHANBHBIX JAHHBIX MPU UX 00pab0TKe B MHMOOPMAIIMOHHBIX CHCTEMaX
IIEPCOHAJIBHBIX JTaHHBIX, YTBEPXKACHHOW 3amectureneM aupekropa dDenepanbHOU
CITY>KOBI 0 TEXHUYECKOMY U DKCIIOPTHOMY KOHTpouto 15 depamns 2008 roaa.

1.7. B KoHnenmuu UCTONB3YIOTCS CIEAYIONINE 0003HAYCHUS U COKPAIIICHUS:

APM — aBTOMaTu3npoBaHHOE paboyee MecTo;
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UCIIds — wuHbOpMaIlMOHHAs CHCTEMa TMEPCOHANBHBIX IaHHBIX Bomoroackoi
ropoackou Jlymsr;

JIBC — nokanpHasi BBIYUCIUTEIbHAS CETh.

1.8. KoHnenuus aBisgeTcsa OCHOBOU JIS:

- [lonutuku nHbOpMaIMOHHON Oe30macHOCTH Bomoroackoit ropoackoit JlyMmer;

- TpPOBEACHHUS OPraHU3alMOHHBIX M TEXHUYECKUX Mep MO0 00ecleyeHuto
nHpopMmanronHo# 6e3onacuoctu Boioroackoit ropoackoit Jymsr;

-  TpUHATHS  YOPABICHYECKUX  PEIICHUN, CBS3aHHBIX C  oOecreueHueM
nH(pOpMaMOHHON OE30MaCHOCTH;

- KOOpAMHAIUMU JESITENbHOCTH CTPYKTYPHBIX MOJpa3[eleHUuld  amnmapara
Bonorozackoit ropoackoi [lymsl npu mpoBeAEeHUH PadOT MO Pa3BUTHUIO M DKCIUTyaTalluu
UCTI[JH ¢ cobOmonenneMm TpeboBaHuil oOecredeHus: Oe30MacHOCTH TEePCOHATBHBIX
JTAHHBIX;

- pa3pabOTKH MPETIOKEHUH IO COBEPILICHCTBOBAHUIO MPABOBOT0, METOAMUECKOTO,
TEXHHUYECKOT'0 U OPTaHU3aIMOHHOTO o0ecrieueHusi 0€301MacCHOCTH MePCOHABHBIX TAHHBIX

B UCTI/Tm.

2. ITonsiTHE CUCTEMBI 3aLUTHI TEPCOHATIBHBIX

JaHHBIX, €€ 3aaa49u, IIPUHIUIIBI 1 CO3JaHUC

2.1. Cucrema 3amUTHl MEPCOHAIBHBIX JAHHBIX MPEJACTABIAET COOOH
COBOKYITHOCTh ~ OPraHMU3alMOHHBIX W TEXHUYECKUX MEPONPUSATHH JUISI  3aIlUThI
MEPCOHAIBHBIX JAHHBIX OT HEMNPAaBOMEPHOIO WM CIYyYalHOTO JOCTylna K HHUM,
VHUYTOXKCHHS,  W3MCHEHHUs,  OJIOKHUPOBAaHMs, KONMHUPOBAHHUS,  PACIPOCTPAHCHUS
MEPCOHANIBHBIX JJAHHBIX, & TAKKE MHBIX HENIPABOMEPHBIX JICHCTBUN C HUMM.

2.2, Cucrema 3alUTHl TEPCOHANBHBIX JAHHBIX JIOJDKHA OOECIIeunBaTh
3¢ (HEeKTHBHOE PENICHHUE CIASAYIONUX 3a/1a4:

- 3alIUTa OT BMEIIATEJIbCTBA MOCTOPOHHUX JIUIl B Tporecc (YHKIIMOHUPOBAHUS
NCIIdx;

- pa3rpaHUYEHUE J0CTYIa MOJIb30BATENEH;

- perucrpanus JEWCTBUM IOJb30BATENIE NPU MCIOIb30BAaHUH 3aIUIIAEMBbIX
pecypcoB UCII/IH B CHCTEMHBIX XKypHAJIaX U MEPUOJUUYECKUA KOHTPOJIb KOPPEKTHOCTH

neiictBuil noas3oBareneil UCIIIH myTteM aHanu3a coAepKUMOT0 3THX KYpPHAJIOB;



4

- KOHTPOJb IEJIOCTHOCTU (0OecreyeHre HEW3MEHHOCTH) Cpeibl HCIOJHEHUs
IPOrpaMM U €€ BOCCTAHOBJIEHUE B CIIy4ae HapyIICHUS;

- 3alIUTa OT HECAaHKIMOHUPOBAHHON MOIU(HUKAIUMU U KOHTPOJIb IEIOCTHOCTU
ucnionbzyeMbix B UCII[IH mnporpaMMHBIX CpEACTB, a TaKXe 3allluTa CUCTEMBI
OT BHEAPEHUS HECAHKIIMOHUPOBAHHBIX ITPOTrPaMM;

- 3allMTa MEePCOHAJIBHBIX JAHHBIX OT YTEYKH WHEGOPMAIMHU IO TEXHUYECKUM
KaHaJlaM Mpu ee 00padoTKe, XpaHEHUH U TIepeade 1Mo KaHajiaM CBA3U;

- obOecrnieueHrne (YHKUMOHUPOBAHUSA KpPUNTOTPAQUUECKUX CPEJCTB 3allUThI
UH(pOpMALIUU [TPH KOMIIPOMETAIMHN o0ecnieueHHs 0€30MacHOCTH HH(POpMaIUH;

- CBOEBPEMEHHOE BBISBJICHHE HCTOYHUKOB Yrpo3 0e30MacCHOCTH IMEPCOHATBHBIX
JAHHBIX, TPUYAH U YCJIOBUH, CHOCOOCTBYIOIIMX HAHECEHHUIO YyIiiepda CyObeKTaMm
MEPCOHAIBHBIX JAHHBIX, CO3JaHUE MEXaHW3Ma ONEPATUBHOIO PEArMpPOBAaHUS HA YTPO3bI
0€30MMacCHOCTH MEPCOHANBHBIX JAHHBIX U HETaTUBHbBIE TCHICHIINU;

- CO3JlaHuE YCJIOBUH AJii MUHUMHU3ALMUA U JOKAJIM3allMM HAaHOCUMOro yuiepOa
HEMPABOMEPHBIMH JIEUCTBUAMH, OCJIA0JICHHE HETATUBHOTO BIUSHUS U JIMKBUIAIIHUS
MOCJICICTBUI HapylieHusi 0€30MacHOCTH MEPCOHATBHBIX JIAHHBIX.

2.3. CucreMa 3amuThl NEPCOHAIBHBIX JAHHBIX CTPOUTCS Ha MPUHIHUIAX
KOMIUIEKCHOCTH, HENPEPHIBHOCTH, CBOEBPEMEHHOCTH, PEEMCTBEHHOCTHU
U HENPEepPHIBHOCTH COBEPIICHCTBOBAHUS, IEPCOHAIBLHON OTBETCTBEHHOCTH, THMOKOCTH
CHUCTEMBI 3alIUThl, OTKPBITOCTU QJITOPUTMOB M MEXAaHHU3MOB 3aIlUTHI, MPOCTOTHI
OPUMEHEHMsS]  CPEeICTB  3alllUThl, Hay4yHOM OOOCHOBAHHOCTM M  TEXHMYECKOH
peanu3yeMoCcTH, 003aTeIbHOCTH KOHTPOJISL.

2.4. CopepxaHue€ MPHUHIMIIOB IMOCTPOEHUSI CUCTEMbI 3alIUThl MEPCOHATBHBIX
JMaHHBIX packpbiBaercss B [lonmutuke unHdopmarmonHoi Oe3omacHocTH Bomoroackoi
rOpOACKOU J{yMBblI.

2.5. Co3naHue CUCTEMBI 3alIUThl MEPCOHANBHBIX JAHHBIX BKIIIOYAET CICAYIOIINE
CTaJuu:

- TIPEeANPOEKTHAs CTajusl, BKIoUaromas npeanpoektHoe oocienopanue MCIIH,
pY HEOOXOAUMOCTH Pa3padOTKy TEXHUUYECKOTO (YaCTHOTO TEXHUYECKOT0) 3a/1aHus Ha ee
CO3/IaHMUE;

- cragus npoeKkThpoBaHus (pa3paborku mnpoekTtoB) M peanusaunn WCIIJIH,

BKJTFOYAIOIAs pa3pabOTKy CUCTEMBI 3alIMThI IEPCOHANBHBIX NaHHBIX B cocTtaBe UCII/H;



- CcTaaus BBOJAA B JEWCTBUE CHUCTEMBbl 3alUThl [E€PCOHAIbHBIX JAHHBIX,
BKJIIOYAIOINAsl OMBITHYIO JKCIUTyaTallMi0 M MPUEMOCHATOYHBIE HCHBITAHUSA CPEICTB
3amMThl, a Takke oneHky coorBerctBus MCII[lH TpeboBaHusiM 06e30MacHOCTH
MH(pOpPMaLIUH.

2.6. JIoKkyMeHTbl, Ha OCHOBAHHMU KOTOPBIX CTPOUTCS CHUCTEMa 3allUThI
NEPCOHANBHBIX JAaHHBIX, TPEOOBAaHUSA K €€ cojJepkaHHio, omnpenesstorcs IlomuTuxoin

uH(popMannoHHOU Oe3onacHocTH Bosnoroackoii ropoackoit JlyMsl.

3. OOBEKT 3alIUThI TIEPCOHATBHBIX JIAHHBIX

3.1. B undopmanmoHHoi cucteMe OObEKTaMH 3alIMUTHI SBISIIOTCS MHPOpMaLus,
colepkamasics B HWH(DOPMAIIMOHHON cHUCTEME, TeXHHYECKHE CpelcTBa (B TOM YHCIE
CpelICTBAa BBIYHCIUTEIHHOW TEXHHKH, MAIIUHHBIE HOCUTEIM HH(POpPMAIUHU, CpPEICTBa
U CHUCTEMBI CBSI3U U TEpeaydl JaHHBIX, TEXHUYECKUE CpeJCTBa 00pabOTKM OYKBEHHO-
nudpoBoii, rpaduueckoit, BHUACO- U pedYeBOM HWHPOpPMAIUH), OOIIECHCTEMHOE,
MPUKIIATHOE, CIIEIUATIbHOE MMPOrpaMMHOe obecTieueHne, HH(OOPMaIMOHHbBIE TEXHOJIOTHH,
a TaKKe CPeCTBA 3alIUTH HHPOPMAIIUU.

3.2. Buasl mnepCcOHAIBHBIX JIaHHBIX, MOJICKAIIUX 3allUTe, W TpeOOBaHUS
no obecrneueHWt0 WX 3amMThl  omnpeaenstorces  [lonutukoit  uHOpPMAIMOHHON

6e3omacHocTu Bonorozackoii ropoackoit [ymsi.

4. Mepbl, METOJIBI U CPEACTBA 00ECTICUCHUS

TpeOyeMoro ypoBHs 3alIUIIEHHOCTH MEPCOHATBHBIX TAHHBIX

4.1. TpebGoBanus 10 O0OECHEYCHUIO 3alIUTHl  TMEPCOHATBHBIX  JaHHBIX
onpenenstorcs [lomutukoit nHpOpManMoHHON Oe3omacHocTH Bosoronckoi ropoackoi
JymBbl.

4.2.  OOGecrieueHue TpeOyemMoro YpOBHSA  3allMIICHHOCTH  JIOCTUTAETCs
C UCTIOJB30BaHUEM MEp, METOJIOB U CPEJICTB O€30MaCHOCTH.

4.3. Mepsl 1o obecrieueHn0 0€30MacHOCTH MEPCOHATBHBIX JAaHHBIX, MOJICKAIINX
peanuzauuu B UCII/IH (nanee Takke — Mepbl), MOAPA3ACISIIOTCS Ha:

- 3aKOHOJaTeNbHbIE (TIPABOBLIE);

- OpraHu3alMOHHbIE (A IMUHUCTPATUBHbIE);



- pusnyueckue;

- TEXHUYECKHE (armapaTHble U IPOrPAMMHBIE).

CoctaB u couepkaHue Mep MO 00ecreyeHUI0 Oe30MaCHOCTH TEePCOHAIBHBIX
JMaHHbIX, mnojanexamux peanuzamuu B WCII[H, onpenensitorcs  [lonuTukoi
nHpopMalmonHo# 6e3onacHocTy Bosoroackoit ropoackoit Jlymel.

4.4. K 3akoHOJaTeNbHBIM (TPAaBOBBIM) MepaM OTHOCHUTCA 3aKOHOJATEIbCTBO
B cdepe NEepCOHANBHBIX JaHHBIX, 3aKpEIUIAIoNIiee MpaBa U OO0S3aHHOCTH YYaCTHHUKOB
MH(OPMALIMOHHBIX OTHOLIECHUI B Mpolecce ee 00paOOTKHM U MCIOJB30BAHUS, & TaKkKe
YCTaHABIIMBAIOIIIEE OTBETCTBEHHOCTh 3a HAPYIIEHUS O3TUX TpaB U OOSI3aHHOCTEH,
MPENsATCTBYS TEM CaMbIM HEIMPaBOMEPHOMY HCIOJIb30BAHUIO TEPCOHAIBHBIX JIAHHBIX,
U SIBIIAIONICECS CACPKUBAIOIINM (PAKTOPOM JIJIS BEPOATHBIX HAPYIITUTEICH.

4.5. K opranu3allioHHbIM (aJMUHUCTPATUBHBIM) MepaM OTHOCSTCS MEpHI
OpPraHU3alMOHHOTO0 XapakKTepa, perjJaMeHTUPYIOIIUEe MpoIecchl (PYyHKIIMOHUPOBAHUS
NCIIn, wucnons3oBanue pecypcoB MCII[IH, a Takke NOPAIOK B3aUMOICHCTBUSA
nonb3oBareneit ¢ UCIIIH Takum 06pazoM, 4TOOBI B HAaMOOJBIIEH CTENEHH 3aTPYIHUTH
WM UCKIIOUYUTH BO3MOXKHOCTH PEaM3allid Yrpo3 O€30MacHOCTH WM CHU3HUTH pa3Mep
IIOTEPH B CIIyyae UX peajn3alui.

4.5.1. OpranuzanMoHHble  (aIMUHUCTPATHBHBIE)  MEpbl  peaIu3yrTCs
B cootBercTBuM C llomutukoit wHpopmamuoHHOW Oe3omacHocTH Bonoroackoi
ropoACKou JIyMbl U COCTOSIT U3 MEp aJIMUHUCTPATUBHOIO YPOBHS M OPraHU3aLMOHHBIX
Mep.

4.5.2. K aqMUHUCTPAaTUBHOMY YPOBHIO OTHOCHUTCS (hOPMHpPOBAHUE HOPMATUBHOMN
MpaBOBOM 0a3bl 00ecreueHus 3alUThl MepcoHaNbHbIX HaHHbIX B UCII/IH.

4.5.3. Opranu3aliOHHbIE MEPHI JOJKHBI:

- HCKJI0YaTh BO3MOXHOCTh HECAHKIIMOHUPOBAHHBIX JACHCTBUM B OTHOIICHUH
00BEKTOB 3aIlUTHI;

- ONpEeleNsATh KOAWIMIMOHHBIE W HUEPAPXUYECKHE MNPUHUUIBI W  METOMIBI
pa3rpaHUYeHust 10CTyMNa K NePCOHAIBHBIM JaHHbBIM;

- ompenensTh  MOPANOK  paboThl ¢ MPOrpaMMHO-MAaTeMaTUYECKUMU
Y TEXHUYECKUMH (aIMmapaTHhIMU) CPEACTBAMHU 3aAIUTHI,

- obecreunBaTh MPOTHUBOJICHCTBUE HECAHKIIMOHHUPOBAHHOMY JOCTYIy Ha 3Tamax

ayTeHTU(UKAIUU, aBTOPU3ALNU, UACHTHPUKALIUH.



4.5.4. Opranu3aliOHHbIE MEPBI BKIIOYAIOT BOIPOCHl TOCTYIA B IIOMEILEHNUs, T/1e
pasmemaercss MCIIJIH, momycka COTpyAHMKOB K ucrnosib3oBanuio pecypcoB MCII/IH,
BeZieHUs 0a3 JaHHBIX M OCYILECTBJICHUS MOJU(PHUKALMK HH(POPMAIMOHHBIX PECYPCOB,
0o0CIyKMBaHHUS M OCYUIECTBJICHHMS MOJU(PUKALMHU almapaTHbIX U MPOrpaMMHBIX
pecypcoB MCII/IH, NOpUHATHS HHCTPYKUMII B OTHOLICHUM YYaCTHUKOB OO0pabOTKU
U obecrieyeHns 6e30MacHOCTH NepcoHanbHbIX NaHHbIX B UCIT/IH.

4.6. K ¢pusnueckum MepaM OTHOCSTCSI MEXaHUYECKHE, IEKTPO- WU JIEKTPOHHO-
MEXAHUYECKHE YCTPOMCTBA U COOPY)KEHHMsI, CHELUAIBHO IpeJHa3HAYCHHBIC IS
co3faHus (PU3MYECKUX MPENATCTBUN HAa BO3MOXKHBIX MYTSAX IMPOHUKHOBEHMS M JOCTyHa
BEPOSATHBIX HApyLIUTeNell K KOMIIOHEHTaM CHUCTEMbl W 3alluIaeMod WHGOpMaIUH,
a TaKXke TEXHUYECKHE CpEeACTBa BU3YaJIbHOrO HAOMIOACHMS, CBSI3M M OXPaHHOU
CUTHAJIN3ALMH.

4.7. TexHuueckue (anmapaTHO-IIpOrpaMMHBIE) MepbI OCHOBAaHBI
Ha MCIOJB30BAHUU PA3JIUYHBIX 3JEKTPOHHBIX YCTPOWCTB U CHEUUATIBHBIX HPOrpaMM,
Bxomammx B coctaB VMCII/IH ¥ BBINONHAIOMMX (CaMOCTOSITENIBHO WJIM B KOMIUIEKCE
C JpyrumMu cpeactBamMu) (yHKUMU 3alIUThl (MACHTU(QUKALMIO U ayTEHTU(UKAIUIO
NOJIb30BaTeNeH, pa3rpaHUUEHHUE JIOCTyNa K pecypcam, perucTpaliio COObITUH U T.1.).

[IpumeHeHne TeXHUYECKHUX (amnmapaTHO-NPOTPAMMHBIX) MEp JOJKHO MPUBOAUTH
K CJIEIYIOLUM PE3yJIbTaTaM:

- obecrieuenre pu3nUeCKoOn 1eT0CTHOCTH Beex koMmroneHToB MCIT/IH;

- kaxnapid noap3oBatens MCII/IH wnm rpynma nons3oBareneit MCII[IH nmeror
YHUKAQJIbHOE€ CUCTEMHOE MMsI U MUHUMAaJIbHO HEOOXOMMBIE JIJIsl BHIITOJHEHUS] UM CBOMX
(GyHKIMOHANBHBIX 00s13aHHOCTEH MOJTHOMOYHSI 110 OCTYILY K pecypcaM CUCTEMBI;

- BCE U3MEHEHUS KOH(UTYpalluu TeXHUYECKUX U mporpaMmMmubix cpeacts UCIT
MPOU3BOJIATCS B YCTAHOBJIEHHOM MOPSAKE (PETUCTPUPYIOTCS M KOHTPOJIUPYIOTCH);

- ceTeBoe 000OpyIoBaHME (KOHIEHTPATOPHI, KOMMYTATOPBI, MapUIpyTH3aTOPbI
U T.[I.) pacnojlaraercsi B MECTax, HEJOCTYNHBIX /I IOCTOPOHHHUX (CHELUaTbHBIX
MOMEILIEHUSX, MKa(ax U T.1.);

- OTBETCTBEHHBIMH COTPYJHHUKaMHU ammapara Bosoroxckoi ropoackon Jlymsl
OCYUIECTBIISIIOTCS HEMpPEphIBHOE YIpaBieHHE M aJMHHHCTpAaTUBHAs MOJAJEPIKKa

(GYHKIMOHUPOBAHMS CPE/ICTB 3AIMTHI.



5. Yrpo3sl 6€301acHOCTH MEPCOHATIBHBIX JAHHBIX MPU UX 00paboTKe

B UCII/Ix n nHapymuTtenu 6€30MacHOCTH MEPCOHATBHBIX JaHHBIX

5.1. Ina UCIIIH BbIOEASIIOTCS CIEAYIOIIME OCHOBHBIE KAaTETOPUU BO3MOMXHBIX
yrpo3 6€30MacHOCTH MEePCOHANBHBIX TAHHBIX:

- YIpO3bl OT yT€YKU WH(OPMAIIMH 110 TEXHUYECKUM KaHaJlaM;

- yrpo3bl HECAaHKIIMOHUPOBAHHOTO JOCTYIA K MEPCOHAIBHBIM JAHHBIM (B TOM
YHClie IO KaHallaM CBSI3M);

- yrpo3bl YHUYTOXE€HUs, xuiieHus anmnapaTtHblx cpencts MCII/IH, Hocutenei
uH(popManuu mytem Guzndeckoro aoctymna k snementam UCIx;

- YIpO3bl XHUILEHUS, HECAHKIIMOHUPOBAHHON MoauduKanuu uiau OJIOKUPOBAHUS
uH(pOpMAaIUK 332 CYET HECAHKIIMOHUPOBAHHOTO JOCTYMa ¢ MPUMEHEHHEM IMPOrPaMMHO-
anmnapaTHbIX U MPOrPAMMHBIX CPEACTB (B TOM YHCII€ MPOTrpaMMHO-MaTeMaTHYECKUX
BO3JICUCTBU);

- YIpO3bl OT HEMpeAHaMEpPEHHBIX JericTBUi nonb3oBateneil UCIIIH u HapyieHuii
6e3onacHoctu pynkrumonuposanuss MCII/IH (cucTemsbl 3alUThl IEPCOHANTBHBIX JTAHHBIX
B €€ COCTaBe) M3-3a cO0EB B MPOTPaMMHOM OOECIICUCHHH, a TaKKe OT COOEB arapaTypbl
U3-32 HEHAJEKHOCTU DJIEMEHTOB, COOEB 3JIEKTPOINUTAHUS U BO3ACHCTBUI CTUXUITHBIX
00CTOSITEIILCTB;

- YI'pO3bl OT IpeIHaMEePEeHHBIX AeiicTBUi nonbs3oBarenei MCII/IH.

5.2. KoHKpeTHbIe yrpo3bl 0€30MaCHOCTH NEPCOHANBHBIX TAHHBIX, aKTYaJIbHBIX NPU
o0paboTke mepcoHanbHBIX JaHHBIX B MCII[IH, W WX HaMMEHOBAaHHS OTPAXKAIOTCS
B MyHUIMNAJIbHOM IpaBoBoM akte IIpencemarenss Bomoroackoit ropoackou Jlymsl
00 obecrieyeHNH 3alIUTHl IEpcOHANBHBIX TaHHbIX B UCII/IH.

5.3. Tlom BepoOsSITHBIM HapylmIUTeNIeM O€30MacHOCTH TMEePCOHATBHBIX JIaHHBIX
B Bomoroackoi ropoackon [lyme noHMMaercs JuMIO, KOTOpPOE B pPeE3yibTaTe
YMBIIUICHHBIX WM HEYMBIIUICHHBIX JCHCTBUM MOXKET HaHecTH yuiepO oObeKkTam
3aIIUTHl IEPCOHATBHBIX JaHHBIX.

5.4. BeposiTHble HapyIIUTEIU OE30MACHOCTU MEPCOHANBHBIX IAHHBIX JEIATCA
Ha JIBE TPYIIIIHI:

- BHEIIHWE HAPYIIUTENIH — JIMIA, He UMEIIue MpaBa oOpaboTkU, mpeObIBaHUs
Ha TEPPUTOPUM KOHTPOJUPYEMOW 30HBI, B TMpeleiax KOTOpOW pa3MelaeTcs

obopynosanue UCII/]H;



- BHYTPCHHHUE HAPYIIUTENIN — JIMIA, UMEIOIIUE TTPaBo MPeObIBaHUS Ha TEPPUTOPHH
KOHTPOJIMPYEMOM 30HBI, B peJiesiax KoTopoil pazmemaercs obopynosanue UCII/H.

5.5. BeposTHBIe HapyIIUTEIN 0€30MACHOCTH MEPCOHANBHBIX JTaHHBIX OTPaKarOTCS
B MyHULMNAIbHOM IpaBoBoM akrte IIpencemarens Bomoroackoit ropoxackon Jlymsl

00 oOecrniedeHnH 3amuThl IepcoHATbHBIX JaHHBIX B MCIT/IH.

6. Oxxunaembiit 3¢ ekt ot peanuzaruu Konueniuu

6.1. Peanu3anusa KoHnenuuy no3Bosur:

- oleHuTh coctosinue 6ezonacHoctu uHpopmaruu MCII/IH, BRISBUTE UCTOUYHUKA
BHYTPEHHHX UM BHEIIHUX YIpo3 HH(POPMAIMOHHONM O€30MacHOCTH, OIpPENeIUTh
NPUOPUTETHBIE HAMPABJICHUS TPEIOTBPAICHUS, OTPAXKEHUS W HEUTpaTU3alMH JTUX
yrpos;

- pa3paboTtath U (WJIKM) YTOUHUTH MYHHUIIMTIATbHBIE TTpaBoOBbIe akThl [Ipencenarens
Bonoroackoit ropoackoit Jlymbr 006 oOecrieyeHHMM 3alldThl MEPCOHAIBHBIX JAaHHBIX
B UCII/IH;

- npoBecTH Kinaccudukaruo UCIH;

- TPOBECTU OPraHU3AIMOHHO-PSKUMHBIE W  TEXHUYECKHE MEPONPUITHS
1o obecrneueHuto 6e3onacHocTH nepcoHanbHbix qaHHbIX B UCIT/IH;

- o0ecreunTh HE0OXOIUMBII YPOBEHB 0€30MTaCHOCTH OOBEKTOB 3aIIUTHI.

6.2. OcCyllIecTBICHHE OSTUX MEPONPHUATUN OO0ECHEYUT CO3/IaHHE EIUHOM,
[EJIOCTHOM W  CKOOPJWHUPOBAHHOM CHCTEMbl HMH(POPMAIMOHHOW OE30MacHOCTH

MEPCOHAIBHBIX AAHHBIX U CO34ACT YCJIOBUA IJIA €€ I[ﬂﬂbHGﬁIHCFO COBCPIICHCTBOBAHMUA.



YTBEPX/JEHA
nocra”HoBieHuem llpencenarens
Bonoroackoii ropoackon [Jymsl

ot 27 uHosbps 2025 roma Ne 19

HNOJUTHUKA
UHO®OPMAIIMOHHOM BE3OITACHOCTH
BOJIOTOJICKOH 'OPOJCKOM TYMBI

1. OO01re noJI0KEHUS

1.1. Hacrosmas [lonutuka nadopmanmonHoit 6e3omnacuoctu (nanee — [lonutuka)
Bonorozackoit roposackoit Jlymel (manee takke — ropoackas Jlyma, Jlyma) paspadorana
B COOTBETCTBUM C OCHOBHBIMH II€JISIMH, 3aJadyaMd M TMPUHIMIAMUA 00€CTICUCHHS
0e30macHOCTH MIEPCOHANBHBIX JaHHBIX B Bosorojckoii ropoackoit [lyme, a Takke oOIei
CTpaTeruel MOCTPOEHHsI CHUCTEMBI 3alATHl IEPCOHAIBHBIX JAaHHBIX Bonoroackon
ropojckoit  Jlymbl, ompenenennbix Konneniuedn wHPOpMAMOHHONW O0€30MacCHOCTH
Bonoroackou ropoackon JJymsi.

1.2. [lonutuka paszpaborana B cooTBeTcTBUU ¢ DenepalbHbIM 3aKOHOM OT 27
utong 2006 roma Ne 152-@3 «O mnepcoHaNbHBIX JaHHBIX» (C MOCIEAYIOIIUMU
W3MEHEHUSAMH ) Ha OCHOBAHHH CJICIYIOIIUX TTPABOBBIX aKTOB:

- moctanoBieHue [IpaBurenscTBa Poccniickoit @eneparuu ot 06 utomst 2008 roga
No 512 «O06 ytBepkaeHUN TpeOOBaHUN K MAaTEPHUATbHBIM HOCHUTEISIM OMOMETPUUYECKUX
MEPCOHATBHBIX JAHHBIX M TEXHOJIOTHSIM XPAaHEHUS TAKUX JAHHBIX BHE WH(OPMAIIMOHHBIX
CHUCTEM MEePCOHATBHBIX JAHHBIX)» (C MOCIEIYIOIIMMHA U3MEHEHUSIMU);

- mocta”oByienue I[IpaBurensctBa Poccuiickoit @enepanuu ot 15 centsadps 2008
roma No 687 «O6 yrBepxkacHun IlomoxeHuss o0 ocoOeHHOCTSIX 00paboTKu
MEPCOHAIBHBIX JAHHBIX, OCYIIECTBIsIEMON 0€3 UCIOIB30BaHUSI CPEICTB aBTOMATHU3AIIAN
(c mocneayronM U3MEHEHUEM);

- nocranoBienue IlpaBurensctBa Poccuiickoit @enepauuu ot 01 HOAO0ps 2012
roga Ne 1119 «O0 yrBepx)aeHnn TpeOOBaHMU K 3aIIMTE NMEPCOHAIBHBIX JAHHBIX TpPU
ux 00paboTke B HHPOPMAIMOHHBIX CHCTEMAaX MEPCOHATBHBIX IAHHBIX);

- npuka3z denepanbHON CIYyXObl MO TEXHUYECKOMY W IKCIOPTHOMY KOHTPOJIIO

or 18 d¢espanms 2013 roma Ne 21 «O6 yrBepxknenun CoctaBa U COAEpIKAHUA



OpPraHU3alMOHHBIX U TEXHUYECKUX Mep MO o0ecredeHno 6e30MacHOCTH NEPCOHATBHBIX
JTAHHBIX TpU UX 00paboTke B MH(POPMALMOHHBIX CUCTEMaX MEPCOHAIBHBIX JAHHBIX»
(c mocneayrIUMA H3MEHECHUSIMHU );

- bazoBast Mojienb yrpo3 6€30MacHOCTH MEPCOHANBHBIX JAHHBIX TIPU UX 00paboTKe
B MH(OPMAIIMOHHBIX CHUCTEMaX IMEPCOHANBHBIX JIaHHBIX, YTBEP)KIEHHAs 3aMECTUTEIIEM
mupekTopa DenepaibHOM CIYKObl MO TEXHUYECKOMY M JKCHOPTHOMY KOHTpoJo 15
depans 2008 roxa.

1.3. B IlonuTuke HCHONB3YIOTCS TEPMUHBI U OINPEAEICHUS B 3HAYCHUSX,
onpeneneHubix B ®denepampHom 3akoHe ot 27 uronst 2006 roma Ne 152-®d3 «O
MEPCOHANTBHBIX JIAHHBIX» (C MOCIEAYIOIMMH U3MeHeHusiMU) 1 ba3zoBoil Moaenu yrpo3
0€30MaCHOCTH MEPCOHAIbHBIX TAHHBIX NPU UX 00paboTKe B MH()OPMAIIMOHHBIX CUCTEMAaX
MEPCOHAIBHBIX JIAaHHBIX, YTBEPKACHHOW 3amectuTenemM aupekropa dDenepanbHOi
CITY)KOBI 10 TEXHUIECKOMY M DKCIIOPTHOMY KOHTporo 15 despans 2008 roma.

1.4. B [TonuTtuke UCHONB3YIOTCA CAEAYyIONE 0003HAYCHHS U COKPAIICHUS:

APM — aBTOMaTu3npoBaHHOE paboyee MecTo;

UCIIJH — uHopmManuoHHas CUCTEMa MEPCOHAJIBHBIX JaHHBIX Bomoroackoii
ropojickout Jlymer;

JIBC — nokanbHasi BBIYUCIUTENIbHAS CETh.

1.5. Lenbro ITonutuku sBiIseTcs odecneueHre 0€30IMaCHOCTH OOBEKTOB 3allUThI
IIEPCOHAIIBHBIX JaHHBIX Bosoroackoi ropoackoi JyMsl OT BceX BUAOB Yrpo3, BHEIIHUX
W BHYTPEHHHMX, YMBIIUICHHBIX M HEMpeJHAMEpPEHHBbIX, MHUHUMM3AIUA yiiepoa
OT BO3MOKHOW peanu3anuu yrpo3 0€300acHOCTH NMEPCOHABHBIX JaHHBIX.

1.6. be3zonmacHOCTb NEPCOHAIBHBIX JAHHBIX JOCTUTAeTCAd MYyTEM HCKIOYSHHS
HECaHKLIMOHUPOBAHHOTO, B TOM YHCJI€ HENPEIHAMEPEHHOIO, JOCTyNa K IEPCOHAIBHBIM
JaHHBIM, pe3yJbTaTaMd KOTOPOIO MOTYT CTaThb YHUYTOKEHHE, HW3MEHEHHUE,
0JIOKMpOBaHKE, KOMUPOBAHUE, PACTIPOCTPAHEHNE IEPCOHANIBHBIX TAHHBIX, 4 TAKKE UHBIX
HECAaHKLIMOHUPOBAHHBIX JECHCTBUM.

1.7. 3ammre mnonanexar mepcoHaJbHbIe JaHHbIe, YyKa3zaHHble B Ilepeune
NEepCOHANBHBIX JAaHHBIX, 0OpabaTeiBaeMbiXx B Bomoroackoi ropojckoit Jlyme B cBsi3u
C peamuzauued  CAyXeOHbIX (TPYIOBbIX) OTHOIIEHMH, a Takke B  CBS3U

C OCYIIECTBIEHUEM MYHUIUIAIBHBIX (DYHKIUH.


https://login.consultant.ru/link/?req=doc&base=LAW&n=500102&dst=100235
https://login.consultant.ru/link/?req=doc&base=LAW&n=99662&dst=100028

1.8. TpeGoBanus HacTosIel [loMUTHKN pacIpOCTPaHSIOTCS Ha BCEX COTPYIHUKOB
Bonoroackoit ropoackoit Jlymbl W paOOTHHMKOB, BBIMOJTHSIOMIMX paOOThl WU

OKa3bIBAKOIIUX yCIIyru Bomoroackou ropoackoi Jlyme no n1orosopy.

2. Tpe60BaHI/I}I K CUCTCMC 3allIUThI IICPCOHAJIbHBIX JJaHHBIX

2.1. Cucrema 3amMTBl IEPCOHAIBHBIX JAHHBIX CTPOMTCS Ha OCHOBAaHUU
CIIEIYIOLINX JOKYMEHTOB:

- [lepeuns nepcoHaldbHBIX JaHHBIX, 00padaThiBaeMbIX B Bosoroackoil ropoackoi
Jlyme B CBSI3U € peaiu3aneil ciayxkeOHBIX (TpYIOBBIX) OTHOIIEHUH, a TAaKKe B CBS3U
C OCYIIECTBIICHUEM MYHUIIUTAIBHBIX (PYHKIIHIA;

- AxTa omnpeaereHHs YPOBHS 3allMIICHHOCTH HWH(MOPMALMOHHOW CHCTEMBI
MepCOHAJIBHBIX JaHHBIX Bomoroackoit ropoackoi Jlymer;

- UYactHoit Moxenu yrpo3 0€30MaCHOCTH MEPCOHANBHBIX JaHHBIX TMpHU
ux o00paboTke B HH(MOPMAIIMOHHOM cHUCTEME NEepCOHAJIBHBIX JaHHBIX Bosoroackoit
ropoackou Jlymsr;

- Tlonoxxenuss 0 pa3rpaHUYeHHH TMpaB JOCTyna K oOpabaThiBaeMbIM
NEPCOHANbHBIM JAaHHBIM B HWH(GOPMALMOHHOM CHCTEME MEpPCOHANBHBIX JaHHBIX
Bonoroackoii ropoackou J{ymsr;

- nokyMeHTOB ®DenepaibHOM CIyKObl 1O TEXHUYECKOMY U OIKCIIOPTHOMY
koHTpouto U DenepanbHol cityx0b1 6e30macHocTu Poccuiickoii denepanuu.

2.2. B UCIIJlH Ha OCHOBaHMM aHAlIM3a aKTYyaJIbHBIX YIrpo3 OE30MacHOCTU
NEPCOHANBHBIX JIaHHBIX JOJDKHBI OBITH ONpENEJIeHbl THUN AaKTyaJlbHbIX yIpo3
U HEOOXOMUMBIH YpPOBEHb 3AIIMIICHHOCTH, COCTaBJIE€H CIHCOK HCIOJIb3yEeMbIX
TEXHUUYECKHX CPEJICTB 3alllUThl, a TAKXKE MPOTrPaMMHOr0 OOECredeHHUs], Y4aCTBYIOILIErO
B 00pa0OoTKe MepCcoHANBHBIX JaHHBIX Ha Bcex anementax UCII/H, B Tom yuce:

- Ha APM nun, ocymecteistonux padory B UCI/IH;

- Ha cepBepax NMPUIIOKECHUN;

- B CUCTEMax YyIpaBJeHUs 0a3aMu JaHHBIX;

- B rpanunax JIBC;

- 110 KaHaJaM Iepeladd B CEeTH OOIIEro MOJb30BaHUS M (MIM) MEXIYHApOIHOTO

O6M€Ha, €CJIM IO HUM MEPCAAIOTCA NMEPCOHAIBHBIC TaHHBIC.
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2.3. B 3aBucumoctu ot ypoBHs 3amuiieHHoctd MCII[IH m Tuma akTyalibHBIX
yIpo3 CUCTEMA 3aIIUTHI IEPCOHAIBHBIX TAHHBIX MOKET BKJIIOYATh:

2.3.1. TexHu4deckue cpeacTBa:

- aHTUBUPYCHBIE CPEACTBA JUIsl pad0OUYMX CTAHIUH JIUL, OCYIIECTBISIOIUX paboTy
B UCII/IH, u cepBepoOB;

- CPEJICTBA MEXKCETEBOTO SKPAHUPOBAHUS.

2.3.2. OyHKUMK 3alIMTHI, 00€CIIEYMBAEMbIE IITATHBIMU CPEACTBAMHU O00OpabOTKH
MIEPCOHAIBHBIX JIAHHBIX OINEPAMOHHBIMU CHCTEMaMH, MPUKIAJAHBIM IPOrPaMMHBIM
o0ecrie4yeHeM U CIeUalbHBIMU KOMILIEKCAMH, PEANM3YIOIIUMHU CIIEIYIOIINE CPEACTBA
3aIUTBHI:

- yOpaBJ€HME M pa3rpaHUYCHHUE JOCTyNa JHI, OCYIIECTBISAIOMUX padoTy
B HCII/IH (BO3MOXHOCTh JOCTyHa TOJBKO K TEM allapaTHbIM, IIPOrPAMMHBIM
u uHpopmannoHHbIM pecypcaM VCII/[H 1 BBIMONIHEHHS TOJNBKO TE€X OMepaluil ¢ HUMH,
KOTOpBbIE HEOOXOIUMBbI KOHKpeTHhIM monb3oBarensM WMCII[H misi BBIIOJHEHUS CBOUX
CITy)KeOHBIX 00s3aHHOCTEH);

- peructpanus U y4yeT AeUCTBUI ¢ HH(pOpMaLIKEii;

- o0ecIieyeHne 1EeJIOCTHOCTH TaHHBIX

- OOHapy>KeHHE BTOPIKECHUM.

2.4. CpencrtBa 3amIuThl, yKazaHHble B mnoanyHkrax 2.3.1, 2.3.2 nyHkra 2.3
HacTosimer [lonmuTrku, OTpaxkaroTCd B MYHUIMIIAUILHOM NpaBoBOoM akte IIpencemarens
Bonoroackoit roponckoit Iymel 00 oOecriedeHWH 3allUThl MEPCOHATBHBIX JTaHHBIX
B UCII/IH.

2.5. B HUCIIJH peanu3yroTcss Meppl 10 oOecnedyeHuio 0e30macHOCTU
MEPCOHAIBHBIX JTAHHBIX, COCTaB U COJEPKAHUE KOTOPBIX OINpPEIEICHbl B NMPUIIOKEHUU
K Hactosmieu Ilonutuke.

2.6. Mepsl o oOecrniedeHUI0 0€30MaCHOCTH TMEPCOHAIBHBIX JTAHHBIX MPU3BAHBI
00ecCIeYnTh:

- KOH(UIEHIMANIBHOCTh MH(pOpMaluu (00s13aTeNbHOE AJIsi BBIMOJTHEHHS JIUIIOM,
MOJIYYUBIIIUM JIOCTYTI K OTpeieIeHHONW nHpopManuu, TpeOoBaHUEe HE TIEpPe1aBaTh TAKYIO
uH(GOPMALIMIO TPETHUM JIMIIAaM Oe3 corjlacusi ee o0aaTens);

- IETTIOCTHOCTH MH(OpMaIUK (COCTOSTHUE UH(OPMAITNH, IPH KOTOPOM OTCYTCTBYET
moboe ee M3MEHEHHE JIMOO HM3MEHEHHE OCYLIECTBISETCS TOJBKO MpeJHAMEPEHHO

cyObeKTaMH, UMEIOIIMMHU Ha HEro Ipaso);



- JOCTYMHOCTh HHGpOpMaluu (BO3MOXKHOCTh pealli3alii OeCHpensTCTBEHHOIO
Jnoctyna K "HGopMaluy cyObeKTOB, UMEIOIIMX Ha 3TO HAJJIEKAIME TOJTHOMOYUS).

2.7. PackpbITHe TPUHIIMIIOB MOCTPOEHHUS CHUCTEMbI 0€30MaCHOCTU MEPCOHATBHBIX
JTAHHBIX:

- KOMIUIEKCHOCTh — IPEANOJaraeT COIVIACOBAHHOE IMPUMEHEHHE Pa3HOPOJHBIX
CPEACTB IMpHU IOCTPOCHUU LEIOCTHOM CHUCTEMBl 3allUThl, MEPEKPhIBAIOLIECH BCE
CYILLECTBEHHbIE (3HAUYMMBIE) KaHAJIbl pealiu3ali yIpo3 U HE cojepiKallel c1adbIX MECT
Ha CTBhIKaxX OTJEJIbHBIX €€ KOMIIOHEHTOB;

- HEIpPEPBIBHOCTh — LIEJICHANPABICHHBIA MPOLECC, NPEANOIaralolui NpUHITHE
COOTBETCTBYIOLIMX Mep Ha Bcex dramax mukia Qyakruonupoanuss UCIIun. UCITIx
JIOJDKHA HAaXOAWTBCA B 3ALIUIICHHOM COCTOSHMM Ha NPOTSKEHUM BCErO0 BPEMEHU
ee (pyHkumoHupoBaHus. B COOTBETCTBHHM C 3TUM MPHUHIMIIOM JOJIKHBI TMPUHUMATHCS
Mepsl 110 HeponyuieHuto nepexoaa MCII/IH B He3alMILIEHHOE COCTOSIHUE;

- CBOEBPEMEHHOCTh — IPEJIOJIaraeT yNpexaarouid Xapakrep Mep o0ecrieueHus
0€30MacHOCTH TEPCOHANBHBIX JIaHHBIX, TO €CTh IMOCTAHOBKY 3aJa4 IO KOMIUIEKCHOM
sammte MCIIJIH u peanuzaiuio Mep obecrieueHrs 0€30MacHOCTH MEPCOHANBHBIX JaHHBIX
Ha paHHUX ctaauax paspadorku WCII/IH B 11e70M 1 ee CUCTeMBbI 3aIuThl HHPOpMAITUU
B YAaCTHOCTH;

- IPEEMCTBEHHOCTb M HEIPEPBIBHOCTH COBEPIICHCTBOBAHUSA — IIPEAINIOIArar0T
MOCTOSIHHOE COBEPIICHCTBOBAHUE MEP M CPEACTB 3allUThl MH(QOpPMALUKU Ha OCHOBE
IIPEEMCTBEHHOCTH OPTraHU3allMOHHBIX M TEXHUYECKHX PEIICHMM, KaJpOBOIO COCTABa,
aHanuza ¢ynkiuonupoBanus WCII[IH 1 ee cucCTEeMBI 3alIMTHI C YyY4E€TOM H3MEHEHUU
B METO/IaX U CpeACTBax nepexnaTa MHPOpPMalLMK, HOPMATUBHBIX TPeOOBaHMI MO 3aIIMTE,
JOCTUTHYTOT'O OT€YECTBEHHOT'0 U 3apyOEeKHOT0 OMBITA B 3TOM 001acTH;

- NIEpCOHAJIbHAsl OTBETCTBEHHOCTh — MPEIOJIAraeT BO3JI0KEHUE OTBETCTBEHHOCTH
3a obecrieyeHrne OE30MACHOCTH TEPCOHANBHBIX JAaHHBIX M CHUCTEMbl UX 00pabOTKH
Ha KaXJOro COTPYJHHKA B IIpefernax €ro IOJHOMOYMi. B cooTBeTrcTBMM € 3TUM
NPUHIIMIIOM paclpelesieHue MpaB U O00sf3aHHOCTEH COTPYAHUKOB CTPOUTCS TaKUM
o0Opa3oM, 4TOOBI B ciydae JIOOOro HapyIIeHHS KPYr OTBETCTBEHHBIX JHII OBLT YETKO
ONpeIEIIsieM;

- TMOKOCTb CHCTEMBI 3aIUThl — IPHUHATHIE MEPHl U YCTAHOBJICHHBIE CPEICTBA
3alllMThl, 0COOCHHO B HAYaJbHBIM MEPHOJ MX DKCIUTyaTallMd, MOTYT oOecreunBaTh Kak

Ype3MEepHbIH, TaK U HEJOCTAaTOYHBIA YPOBEHb 3alIUThI. [y oOecrieyeHusi BO3MOXKHOCTH



BapbUPOBAaHUSA YPOBHEM 3alllMIIEHHOCTH CpEACTBA 3alllUThl JOJDKHBI  00JajgaTh
onpeeeHHoN THOKoCThI0. OCOOEHHO Ba)KHBIM 3TO CBOMCTBO SIBJISIETCS B TEX CIIydasx,
KOIJla YCTAHOBKY CPEACTB 3alllUThl HEOOXOJUMO OCYHIECTBIATh Ha pabOTaIoIIyIO
CHCTEMY, HE HapyIIas MpoIecca ee HOpMaIbHOTO (PYHKIIMOHUPOBAHHS;

- OTKpBITOCTh aJNTOPUTMOB M MEXAaHM3MOB 3alllUThl — 3allUTa HE JJO0JDKHA
o0ecreynBaThCs TOIBKO 32 CUET CEKPETHOCTU CTPYKTYPHOM OpraHHU3allii U allfOPUTMOB
(YHKIMOHUPOBAHMS €€ TOJCHCTEM. 3HAHHE aJlrOPUTMOB pPAaOOTHI CHCTEMBI 3alIUTHI
HE JIOJDKHO /1aBaTh BO3MOXKHOCTH €€ Mpeo1oieHus (1axe pazpaboTunkam);

- TIPOCTOTA MPUMEHEHHUS CPEJCTB 3AIMUTHl — MEXAHW3MBbI 3aIUThI JOKHBI OBITH
WHTYUTUBHO TIOHATHBI M TPOCTHI B HCIOJIb30BaHUU. [IpuMeHeHUE CpeiCTB 3aIUThI
HE JOJDKHO OBITH CBSI3aHO CO 3HAHUEM CIEIHAIbHBIX S3BIKOB WM C BBHITIOJTHEHUEM
NENCTBUM, TPeOYIOMMX 3HAYUTENBHBIX JTOTOJHUTENBHBIX TPYH03aTpaT MPU OOBIYHON
paboTe 3aperuCTPUPOBAHHBIX YCTAHOBIECHHBIM TOPSAKOM TIOJb30BaTENCH, a TakkKe
HE JOJDKHO TpeOOBaTh OT TOJIB30BATENS BBIMOJHEHUS PYTHHHBIX MAaJOMOHITHBIX €My
orepanuii (BBOJ HECKOJIBKUX Maposie U UMEH U T.1.);

- Hay4Hass 0OOCHOBAHHOCTb M TEXHHUYECKasl PEaTM3yeMOCTh — MHPOPMAIIMOHHBIE
TEXHOJIOTUU, TEXHUYECKHUE M TPOTpaMMHBIE CPEICTBA, CPEICTBA W MEPHlI 3alTUTHI
uHpOpMAIMK JTOJDKHBI OBITH peann30BaHbl HA COBPEMEHHOM YpPOBHE DPa3BUTHS HAYKH
U TEXHUKH, HAy4HO OOOCHOBAaHBI C TOYKHU 3PCHHUS JTOCTIKEHHUS 3aJ]aHHOTO YPOBHS
0e30MmacHOCTH HMH(POPMAIMU M JIOJDKHBI COOTBETCTBOBATH YCTAaHOBIIEHHBIM HOpPMam
U TpeOOBaHUAM 10 0€30MaCHOCTH MEePCOHATBHBIX JaHHBIX;

- 00513aTeJIBHOCTD KOHTPOJISL — MPEAIoJiaraeT 00s3aTeIbHOCTh U CBOEBPEMEHHOCTh
BBISIBJICHUSI U TIPECEUCHUS TIOMBITOK HAPYIICHUS YCTAHOBJICHHBIX MPAaBWII 00CCIICUCHUS
0€30MacHOCTH TMEPCOHANbHBIX JAaHHBIX HAa OCHOBE HCIIOJIb3YEMBIX CHCTEM U CPEJCTB
3aUThl  UHGOPMAIIMM TIPH  COBEPIICHCTBOBAHUU KPUTEPHEB M METOJIOB OIICHKHU
3¢ (HEKTHBHOCTH ATUX CHUCTEM M cpeAcTB. KOHTpONb 3a NEeATeTbHOCTHIO JIF0OOTO JIHIIA,
ocymectpistoniero padory B MCII/H, kaxaoro cpeacrBa 3alllMThl U B OTHOIICHUU
Tr000T0 00BEKTa 3aIIMTHI JOJDKEH OCYIIECTBISATHCS HAa OCHOBE MPHUMEHEHUS CPE/ICTB
OTIEPAaTUBHOTO  KOHTPOJII W PETUCTpAllMK W JIOJDKEH  OXBaThiBaTh  Kak
HECAHKIIMOHUPOBAHHbBIC, TAK U CAHKIIMOHUPOBAHHBIC ACHCTBUS TIOJIB30BATEICH.

2.8. KoHTposb 3pPeKTHBHOCTH CHCTEMBI 3alIUThI IEPCOHATBHBIX JAHHBIX JOKECH
OCYILIECTBIISIETCST Ha TEpPHOANYecKoil ocHoBe. llempio KOHTponss APPEKTUBHOCTH

ABJIICTCA CBOCBPCMCHHOC BBLISABJICHUC HCHAMJICKAIIUX PCKUMOB pa6OTBI CHUCTCMBI



3alMThl IEPCOHATBHBIX TAHHBIX (OTKIOYEHHUE CPEACTB 3aIUThI, HAPYIICHHUE PEKUMOB
3alIUTHl, HECAHKIMOHUPOBAHHOE W3MEHEHHWE pPEXHUMa 3allUThl U T.0I.), a TaKKe
NPOrHO3MPOBAHNWE M TPEBEHTHBHOE pEarupoBaHHE Ha HOBBIE Yrpo3bl OE30MACHOCTH
MEPCOHAIIBHBIX JAHHBIX.

KoHuTpons MoxkeT mpoBoaMTbCS Kak aaMuHHCcTpaTopoMm OeszomacHoctu MCIIH
(omepaTUBHBIM KOHTPOJIb B Tpolecce nHpopmaruonHoro 3aumojerctsus B MCII/In),
TaK W MPUBJIECKAEMBIMH JJISI 3TOM LEIM KOMIIETEHTHBIMH OpPraHHU3alUsIMH, UMEIOIIUMH
JUIEH3UI0 Ha OTOT BHJA JesATeNbHOCTH, a Takke DenepasbHON  CiryxO0i
[0 TEXHUYECKOMY U 3KCIOPTHOMY KOHTpoJito U denepanbHoil ciayx0Ooi 0e301MacHOCTH
Poccuiickoit @enepanuu B npeaenax uxX KOMIIETEHIIUH.

Kontpons MOXeT ocyiecTBIAThCS agMuuuctTparopom 6e3onacHoctu UCIIIH kak
C TMOMOUIBI0 IITAaTHBIX CPEACTB CHUCTEMBbl 3alIUTHl MEPCOHAJIBHBIX JaHHBIX, TakK

H C IIOMOIIBIO CIICHUAJIBHBIX IIPOIrpaMMHBIX CPCACTB KOHTPOJIA.

3. Jluna, ocymectistontue padory B UCITIx

3.1. B UCII/In Bosoroackoi ropoackoi J[ymbl MOXHO BBIJICIIUTH CJEAYIOIINE
TPYIIIbI JIUI], Y4ACTBYIOIIHUX B 00paO0OTKE U XpaHEHUU NMEPCOHATBHBIX JTAHHBIX:

- anmunuctparop UCIIdH;

- ammunucTtparop 6e3onacuoctu MCIIH;

- nonb3oBatenb UCIIAH (onepatop APM);

- AIMUHUCTPATOpP CETH.

JlanHble O Tpynmax JHIl, YPOBHE UX JOCTyNa U MHGOOPMUPOBAHHOCTH JOJIKHBI
ObITh OTpakeHbl B [loNOKEHMM O pasrpaHUYEeHUU TpaB JocTyna K oOpabaThiBaeMbIM
MEePCOHAIIBHBIM JaHHBIM B HMH(POPMAIIMOHHOM CHUCTEME TMEpPCOHATBHBIX JTaHHBIX
Bosoroackou ropojackon [{ymel.

3.2.  Anmunuctpatopom HWCII[Jn sBnsercs corpyaHuk otgena Otaena
aBTOMAaTH3aluU U MaTepuaIbHO-TEXHUYECKOTO oOecrieyeHus VYnpasnenus
no obecrneueHuio JAesTenbHOCTH Bomoroackoit ropoackoit Jymbl, OTBETCTBEHHBIN
3a HacTpoiky, BHeapenue u comnpoBoxaenue HWCII[IH, xoTopslii obecrneunBaeT
¢yHkunoHupoBanue cuctemsl ympasieHus pocrynoM B HCII[IlH u ymomHomoueH
OCYILIECTBIIATh MPEIOCTABICHUE M pasrpaHuyeHue paoctyna noinb3oBarens WCII/Ix

(oneparopa APM) k anemMeHTam, XpaHsIIUM [1€PCOHAIIbHBIE TaHHBIE.



Anmunuctparop UCI/IH:

- obmajgaeT MoaHOM MHQpopManued 0 CUCTEMHOM M NPHUKJIAJHOM IPOrpaMMHOM
oo6ecrieuennu CII/IH;

- oOyagaeT MoiaHOW MHpOpPMAaNKMed O TEXHUUYECKUX CPEICTBAaX M KOH(Urypauuu
NCIIdH;

- MMEET JOCTyIn KO BCEM TEXHHYECKHM CpeACTBaM 00paboTKu WHGOpMaUu
u nanaeiM UCITH;

- oOnamaer mnpaBaMu KOH(MUTYpUPOBAHMS W AJIMUHUCTPATHUBHOM HACTPONKHU
texHuueckux cpencts UCII/IH.

3.3. Anmunuctpatopom Oe3onacHoct WCIIAH sBusercs cotpynnuk Otaena
aBTOMaTH3aluU U MaTepHUATIbHO-TEXHUYECKOTO oOecrieueHus VYnpasienus
no oOecrieyeHUIo aesaTensHOCTH Bonorojackoir ropojackoit [[ymbl, OTBETCTBEHHBIN
3a (yHKUMOHMpOBaHUWE cuUcTeMbl ympaBieHuss jgoctynom B WCII/[IH, Briroyas
o0CIy)KMBaHWE€ W HACTPOMKY aJMHHHMCTPAaTUBHOH, CEpBEPHOM U  KIMEHTCKOH
COCTAaBJISIOIIHX.

Anmunuctparop 6ezonacHoctu UCITH:

- OCYUIECTBISICT HACTPONKY CPEACTB KpUNTOrpaduyeckon 3amuTsl HHPOPMAIINY,
MEXCETEBBIX DKPAHOB W CHUCTEM OOHAapyXEHHsSI aTaKk, B COOTBETCTBHUH C KOTOPBIMHU
nonb3oBarens MCII[In (omepatop APM) monmydaer BO3MOXHOCTH paboTaTh
¢ anementamu UCII/IH;

- OCYILIECTBISIET ayJUT CPEJCTB 3aLIUThI IEPCOHATBHBIX JaHHBIX;

- obecrieunBaeT 0€30MAaCHOCTh B3aUMOJICUCTBUS ceTH Boioroackoil ropojckoin
JIyMBbI C ceTIMH IpyruX OpraHu3aluii (B ciiydae OCyIIeCTBIECHUS B3aUMOICHCTBUA);

- obmamaet npaBamu Anmunucrtparopa MCIIIH, yka3zaHHbIMU B MOAIMYHKTE 3.2
nyHkra 3 Hactosuen [lonutuky;

- obnanaet nmonHoi nudopmanueit 06 MCITIH;

- HMEeT JOCTYyN K CpeICTBaM 3allUThl WH(GOPMAIMH, MPOTOKOINPOBAHUS
U K K1to4ueBbIM demeHTam MCIT/IH.

3.4. Ilone3oBarenem MUCII[n (omepatopom APM) sBiseTrcs COTpYAHHUK
Bonoroackoit ropoackoit {ymsl, ocyiiecTBisitomnii 00pab0oTKy MEePCOHATBHBIX JTaHHBIX,
YIIOJTHOMOYEHHBI Ha 00pabOTKy TMEpCOHAJbHBIX JAHHBIX, KOTOpas BKIIOYAET

BO3MOXHOCTb IIPOCMOTpPaA NMEPCOHAIBHBIX JAaHHBIX, py‘lHOﬁ BBOJ ICPCOHAJIBHBIX JaHHBIX



B cucremy UCII/IH, dopMupoBaHue cpaBoK M OTYETOB MO MH(OpPMAIUH, MOTY4YEHHON
B UCII/IH.

[TonwzoBarens UCII/IH (onepatop APM):

- o00jagaeT BCEMHM HEOOXOJMMBIMU CBEACHHSIMH (HalpUMEp, MapoyieM),
o0ecreynBaroIuMU J0CTYN K 00pabaThIBa€MbIM UM IIEPCOHAIBLHBIM JIaHHBIM;

- pacnojlaraeT KOH(pHICHIIUATbHBIMHA JAHHBIMH, K KOTOPHIM UMEET JOCTYTI,

- HE HMEET IOJHOMOYMU JJisi YIPABICHHUS CUCTEMOW 3aIlMTHl MEPCOHAIBHBIX
JTAHHBIX.

3.5. AnvmuHHCTpatopoMm cetn Bomoroackon ropoackod Jlymel sBisercs
corpynHuk Orthena aBTOMAaTH3allid W MaTepUATbHO-TEXHHYECKOro 0bOecreueHus
VYnopaBineHus 1o oOecnedeHuro JAesITeNbHOCTH Bomoroackoil ropoackoit Jlymsl,
OTBETCTBEHHBIN 3a (YHKIIMOHUPOBAHUE ceTH Bosoroackoit ropoackoit J{ymsi.

AJMUHHCTPATOP CETH:

- oOmagaer wuHpoOpMalMel O CHCTEMHOM M MPUKIAAHOM HPOrpPaMMHOM
ob6ecnieuernu MCII/IH;

- obnagaeT nuHGoOpMauen 0 TEXHUUECKUX cpenctax u konpurypauuu UCII1H;

- UMeeT (PU3HUECKHI TOCTYIN K TEXHUYECKUM cpeacTBaM o0paboTku nHbopManuu
u cpeactBaM 3amuThl nHGopmanuu B UCI/IH.

3.6. OOs3aHHOCTH JIMII, YKA3aHHBIX B MyHKTax 3.2-3.5, omucaHbl B CIEIYIOUINX
JOKyMEHTax:

- HWucTpykuus aaMUHUCTpaTopa HHPOPMALMOHHOW CHUCTEMbl MEPCOHAIbHBIX
Jna"HHbIX Bosoroackou ropoackoit J{ymsr;

- WHcTpykuusa anMuHuCTpaTopa O€30MacHOCTH HWH(OPMAILMOHHON CUCTEMbI
MEPCOHAIIBHBIX JaHHBIX Bosoroackoi ropoackon [Jymsr;

- MWuctpykuust monb3oBarenss HMHMOPMAIMOHHOW CHCTEMON MEpPCOHAIBHBIX

JIaHHbIX Bosoroackoi ropoackou JyMsl.

4. TpeGoBaHuUs MO 00ECTICYCHUIO 3AIIUTHI TEPCOHATBHBIX JaHHBIX

4.1. Corpynuuku Bomoroackoit ropojckoit Jlymbl, ocCyiiecTBisifonne padoTry
B UCII/IH, MOJOKHBI BRITIOIHATH TPeOOBAHUS MOJIOKEHUH 3aKOHOAaTeNbCcTBA Poccuiickoi
denepaniii 0 TEPCOHANBHBIX JTAHHBIX, B TOM 4HCJIE€ TpeOOBaHUS K 3allUTE

MNEPCOHAIIBHBIX MNAHHBIX, MYHHIUIIAJIbHBIX IHPABOBBIX 4AKTOB I10 BOIIpOCaM O6pa6OTKI/I
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U 3alIUTHl MEPCOHANBHBIX JAHHBIX W JIOKYMEHTOB, YCTaHABJIMBAIOUIMX OOS3aHHOCTH
COTPYIHUKOB IO COOJIIOJIEHHIO TpeOOBaHMM KOH(PUACHIMAIBHOCTH M O€30MacCHOCTH
NIEPCOHAJIbHBIX JAHHBIX.

4.2. Ilpu npueme Ha paboTy coTpynHuk Bomoroackoit ropojackoit Jlymbr
MIPOXOAUT O3HAKOMJICHHUE:

- ¢ MYHHUIIMIQJIbHBIMU MPABOBBIMU aKTaMU IO BOMpocaM OOpabOTKU W 3alUThI
NEPCOHANBHBIX  JIAHHBIX W JIOKYMEHTaMH, YCTaHaBJIMBAIOUIUMHU  OOS3aHHOCTH
COTPYIHUKOB IO COOJIIOJIGHHIO TpeOOBaHUM KOH(PUACHIIMAIBHOCTH M O€30MacHOCTH
NEPCOHANBHBIX JaHHBIX, — Y JHIA, OTBETCTBEHHOIO 3a OpraHu3aluio 00pabOTKU
MepCOHAJIbHBIX TaHHBIX B Boiioroackon ropoackout yme;

- ¢ uHpopManuenn o CaHKUMOHUpOBaHHOM wHcnoib3oBaHun MCII[In — y nuna,
OTBETCTBEHHOr0  3a  oOecredyeHre  0O€30MacHOCTH  MEPCOHANBHBIX  JaHHBIX
B HH(OpMAIIMOHHOU cucTeme Bomoroackoit ropoackoit J{yMmer.

4.3. Corpynuuku Bomoroackoi ropoxackoit Jlymbl, ocyliecTBiAsStomue padoTy
B HCII[lH u wucnoip3ymoliue TEXHUYECKHE CpeACTBa ayTeHTU(hUKAIUU (Hampumep,
TokeHbl, USB-xmroun wuiam cMmapT-KapThl), JOJDKHBI 00€CleuynBaTh COXPaHHOCTH
YKa3aHHBIX CpPEJCTB M HE JOMYCKATh HECAHKIIMOHHUPOBAHHBIM JOCTYN K HHUM, a Takke
HE JIONYCKaTh BO3MOXHOCTb WX YTE€PU WJIM HCIOJb30BAHUS TPETbUMU JIUIAMHU.
[Tons3oBarenu WCIIIn (omepatopst APM) HecyT NepcOHAIbHYIO OTBETCTBEHHOCTh
3a COXPAaHHOCTh TEXHUYECKHUX CPEJICTB ayTeHTU(UKAIINU.

4.4. Corpynnukam Bomorojackoi ropojckoit JlymMbl, OCYIIECTBISIOMUM PadboOTy
B CII/IH, 3anpemniaeTcs:

- YCTaHABJIMBATh [MOCTOPOHHEE MPOrpPaMMHOE OOeCIieYeHre, MOKI0YaTh JINYHbIE
MOOUIIBHBIE YCTPOMCTBA M HOCHUTENH HH(OpPMAIMHM, a TaKXKe 3alKichiBaTh Ha HUX
3alHIIaeMyr0 HHHOPMAIIUIO;

- pazriamarh 3aluiaeMyr0 WHGOpPMAIHMI0, KOTOpas CTajla UM HW3BECTHa TpHU
padore B UCII/IH, TpeTbuM nHLaM.

4.5. Cotpynnuku Bomoroackoit ropojckoit Jlymbl, ocCyiiecTBisifonine padbory
B UCII/IH, oOs3aHBbI:

- CclenoBaTh YCTaHOBJIEHHbIM WHCTpykiueil mnoyib3oBaTens HHPOPMalMOHHON

CHCTEMOI NMepPCOHANBHBIX JAHHBIX TPEOOBAHUSM OpPTaHU3ALMHU MTAPOILHON 3aIUTHI;
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- obecrieyuTh TMpu paboTe C MEPCOHAIBHBIMU JIaHHBIMH B OTCYTCTBUE
BO3MOXKHOCTH MPOCMOTpPA MEPCOHANBHBIX JaHHBIX TPETbUMH JHUIAMHA C MOHHUTOPOB
APM;

- HEMEJJIEHHO COOOIIaTh JUIly, OTBETCTBEHHOMY 3a oOecreueHue 0e30macHOCTH
MIePCOHAIBHBIX JTAHHBIX B MH(pOpManmoHHON cuctemMe Bomorojackoit ropoackoi J{ymsl,
000 Bcex HAOJMIOJAaEMBIX WM MOAO3PUTENbHBIX ciydasx paborel MCII/IH, morymux
MOBJE€Yh 3a COO0OM yrpo3bl 0€30MacHOCTU MEePCOHAIBHBIM JIAHHBIM, a TaKXke
O BBISIBIIGHHBIX COOBITHSIX, 3aTPAaruBarOIMX 0€30MaCHOCTh MEPCOHATIBHBIX JAHHBIX.

4.6. Corpynuuku Bomoroackoit ropojckoit Jlymbl, ocyiiecTBisiionne padoTry
B UCII/IH, nmpu Hanmuuuu yrpo3 O€30MaCHOCTH MEPCOHATBHBIX JAHHBIX JIOJDKHBI OBITh
poruH(GOPMHUPOBAHBI 00 ATOM JIMIIOM, OTBETCTBEHHBIM 3a oOecreueHue 0e30mMacHOCTH

MePCOHABHBIX JAaHHBIX B HHPOPMAITMOHHOM cucTeMe Bosoroackoii ropoackoit Jlymel.

5. OTBETCTBEHHOCTb, CBsI3aHHasA ¢ 00pabOTKOM

Y 3aI1UTON nepcoHalbHbIX JaHHbIX B UCITIH

5.1. B cooTBeTcTBHM cO cTaThel 24 denepanbHOoro 3akona ot 27 utons 2006 roaa
Ne 152-®3 «O nepcoHalbHBIX AAHHBIX» JIMIIA, BUHOBHbIE B HapylIEHUU TpeOOBaHUI
yKa3aHHOTO (penepasbHOTO 3aKOHAa, HECYT MPEeIyCMOTPEHHYIO 3aKOHOIATEIbCTBOM
Poccuiickoit @enepannu OTBETCTBEHHOCTb.

5.2. Buapl mnpenycMOTPEHHOM 3aKOHOJATelbcTBOM Poccuiickoin dDenepanuu
OTBETCTBEHHOCTH 3a HapymeHue PenepanbHoro 3akoHa oT 27 wutona 2006 roxa
Ne 152-®3 «O mnepcoHanbHBIX JaHHBIX» NPUMEHHUTEIBHO K OOpabOTKe W 3alluTe
nepcoHanbHbIX AaHHBIX B MCII/IH:

- aIMUHHUCTPAaTUBHAsT OTBETCTBEHHOCTh (B TOM 4YHCJIE€ 3a HapylIeHUE
3akoHoAarenbcTBa Poccuiickoii ®enmeparii B 00JIaCTH  MEPCOHAIBHBIX  JIaHHBIX,
HapyIICHUE TpaBUJ 3alIUThl HWHPOPMAIMU, HE3AKOHHYIO JEATEeILHOCTh B 00JIACTH
3aIKThl UHPOpMAIIH);

- JMCUWIUIMHApHAs  OTBETCTBEHHOCTh (32  pasriameHue  pabOTHUKOM
MEePCOHAIBHBIX JAHHBIX IPYroro pabOTHUKA);

- TPaXXJAHCKO-TIpaBoBasi (MaTepualibHasi) OTBETCTBEHHOCTh (B BUJE BO3MEILICHUS
yiiepOa (yOBITKOB), BOSHUKILIETO B CBS3U C HEMIPABOMEPHBIMU JACHCTBUSIMU TT0 00paboTKe

U 3aIlUTE NePCOHATBHBIX JAHHBIX);
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- YrOJIOBHasi OTBETCTBEHHOCTh (HEMpPaBOMEPHBIM JOCTYNl K KOMIIBIOTEPHOU
uH(pOpMaLIUN).

5.3. Aamunuctpatop UCII[n u Aamunuctparop 6e3omacHoctu MCII/IH HEcyT
OTBETCTBEHHOCTh 3a BCE JICMCTBUS, COBEPILICHHbIC OT UMEHU UX YUYETHBIX 3alKCceil Wiu
CUCTEMHBIX YYETHBIX 3amuceil, eciau He JoKa3aH (akT HECaAaHKIMOHHUPOBAHHOTO
HCIIOJIb30BAHMS YUETHBIX 3aIIACEH.

54. Ilpu mnapymenusx mnons3oBaressimu  HWCII[dn (omepatropamu APM)
TpeOoBaHUH, CBA3aHHBIX C 00paOOTKOW M 3amuTO MepcoHaNbHBIX MaHHBIX B MCII/IH,
OHM HECYT OTBETCTBEHHOCTb, YCTAaHOBJICHHYIO 3aKOHOIATeNbCTBOM Poccuiickoin
denepallui ¥ yKa3aHHYIO B ITyHKTE 5.2 HacTosen [lonutuku.

5.5. B monoxeHusX O CTPYKTYPHBIX MNOApA3JEICHUSIX ammapara Bosoroackoun
ropojickoit J[yMbl, ocyiecTBisSomux 00paboTKy mnepcoHanbHbiX AaHHBIX B WCII/H,
U JOJKHOCTHBIX MHCTPYKIUAX COTPYOHUKOB Bosorojnckoil ropoackoi Jlymbl JOJKHBI
OBITb  OTpPaXKEHBI OO0S3aHHOCTH COTPYAHHKOB IO COOJIOJCHHIO TpeOOBaHUM,
YCTAHOBJIEHHBIX 3aKOHOJATEIbCTBOM O MEPCOHAJIBHBIX JaHHBIX, IPAaBOBBIX aKTOB
paboronarenss Mo oOecne4eHHIo Oe30MaCHOCTH MEPCOHAJBHBIX JAHHBIX MpPH  HX

ob6padotke B UCII/IH.



[Ipunoxenne

K Ilomutuxe

MH(}OPMALIMOHHOM 0€3011aCHOCTH
Bonoroackou ropoackon Jymsl

CocTaB u coaepxaHue
Mep 1o 00ecredyeHuIo 6e30MMacCHOCTH EPCOHAIBHBIX JaHHbIX,
HOJUIeXAIUX pealnu3aluy B MH(POPMaLMOHHON crucTeMe
Bonoroackoi ropoackon Jlymsl

No Conepxanue Mep 1Mo 06ecreueHnto 0€30MacHOCTU MePCOHANTBHBIX JaHHBIX,
/o MOJIJIeXKAUX peau3alui B MHPOPMaIlMOHHON CUCTEME
Bonoroackou ropoackon Jymsl
1. Unentudukanus u ayreHTU(UKALU CyOBEKTOB JJOCTYIA U 00BEKTOB JOCTYIIA

1.1. |Mnentudukanus u ayreHTU(UKAIMS TOJIb30BaTeNeH, SBISIOMUXCS paOOTHUKaAMU
Bonoroackou ropoackon ymsl

1.2. |YnpaBinenue wuaeHTH(PHUKATOpaMH, B TOM UHCIE CO3JlaHHE, IIPUCBOCHUE,
YHUUYTOXEHHE UACHTU(DUKATOPOB

1.3. |YnpaBnenue cpeiacTBaMM ayTeHTH(HUKAIMHK, B TOM YHCIIE XpaHEHHE, BblJaua,
MHUIMATN3ausl, OJOKUPOBAHHUE CPEIACTB AayTeHTU(UKAIMM W NPUHATHE MeEp
B CJIy4ae yTparhbl U (UJIM) KOMIPOMETAIUN CPEACTB ayTeHTU(DUKAIITU

1.4. |3ammra 06paTHOM CBS3U MPH BBOJIE ayTEHTU(PUKALMOHHON HH(OPMALIMH

1.5. |[Unentudukanuss wu  ayTeHTH(QUKaUUsA  MOJb30BaTENe, He  SABJISIOLIUXCS
pabotHukamu Bonoroackoii ropoackoii Jlymbl (BHEIIHMX MOJIb30BaTENEH )

2. YipaBieHHe JOCTYIIOM CYObEKTOB JIOCTYIa K 00bEKTaM JI0CTYIa

2.1. |YnpaBnenue (3aBeJeHue, akTUBalLMs, OJOKMPOBAHNWE U YHUYTOKEHHE) YUETHBIMU
3aMMUCSIMU TOJIb30BATENEH, B TOM UKCJIe BHEIIHUX MOJIb30BaTENeH

2.2. |Peanuzanus HE0OOXOAMMBIX METOAOB (IUCKPEIIMOHHBINA, MAaHAATHBIN, POJIEBON WITH
WHOW METOJ), TUMOB (UTEHHUE, 3aMHCh, BBHIMIOJHEHUE WU WHOW THUIT) U TIPABUI
pasrpaHUyYEeHus JOCTyna

2.3. |Yopaenenne  (punbTpamus, — MapHipyTH3anus,  KOHTPOJIb  COCIUHEHHIA,
OJTHOHAIpaBJICHHAs TIepejadya U UHBIE CIIOCOOB! ypaBieHNs) HH)OPMAIIMOHHBIMH
MOTOKAMH MEKy YCTPOMCTBAMHU, CErMEHTaMU MH()OPMAIIMOHHOMN CHCTEMBbI

2.4. |Paznenenne momHOMouMii (pojiei) MoJb30BaTeNei, aJIMHHUCTPATOPOB M JIHII,
oOecrneynBarouX (PyHKIIMOHUPOBAHUE UHPOPMAITMOHHON CUCTEMBI

2.5. |OrpannueHre HEYCHEIIHbIX TMOMBITOK BXOJAa B HH(POPMAIMOHHYIO CHCTEMY
(moctyma k uH(GOPMAITMOHHON CUCTEME)

2.6. |brokupoBaHue ceaHca JocTyna B HH(OPMAIMOHHYIO CHCTEMY MOCJe

YCTaHOBJIGHHOTO BpeMeHH 0e3/1eHCTBHsI (HEaKTUBHOCTH) MOJIH30BATENS HITU IO €r0
3ampocy




2.7. |Pa3pemenne (3amper) JNENCTBUMN II0JIB30BAaTEIIEH, pa3peleHHbIX
710 UICHTU(UKAIINY U ayTeHTU(DUKAIUN

2.8. |Peanm3anus 3alUIIEHHOTO yIAJICHHOTO JOCTyNa CyOBEKTOB AOCTyNa K 00BhEKTaM
JI0CTYIIa Yepe3 BHEIIHNE HHPOPMALMOHHO-TEIEKOMMYHUKALIMOHHBIE CETU

2.9. |PernmamenTanus W KOHTPOJb HCIIOJNB30BaHUS B HMH(POPMALMOHHON cCHCTEME
TEXHOJIOTUI OECIPOBOAHOTO 10CTyIa

2.10. |PernameHTanyss M KOHTPOJIb MCIIOJIb30BaHUS B HMH(POPMALMOHHON CUCTEME
MOOWJIBHBIX TEXHUYECKHUX CPE/ICTB

2.11.|YnpaBneHue B3auMOJEHCTBUEM C HH(MOPMALMOHHBIMU CHCTEMaMHU CTOPOHHMX
opranu3anui (BHEIIHUE NH()OPMALIMIOHHBIE CUCTEMBI)

3. OrpannyeHue NporpaMMHOM Cpebl

3.1. |YnpaBneHue  yCTaHOBKOW  (MHCTAJUISIIMENW) KOMIOHEHTOB  IPOTPaMMHOIO
oOecrieyeHusi, B TOM YHCJIE ONpe/IeNieHue KOMIIOHEHTOB, MOAJIEKAIINX YCTAaHOBKE,
HAacTpOMKa MapaMeTpOB YCTAaHOBKM KOMIIOHEHTOB, KOHTPOJb 3a YCTaHOBKOM
KOMIIOHEHTOB [TPOrpaMMHOT0 00ecredeHus

3.2. |YcraHoBKa  (MHCTAISALMS)  TOJBKO  Pa3pelieHHOro K  MCIOJIb30BAaHUIO
IPOrpaMMHOI0 o0ecrieueHus U (WIK) ero KOMIIOHEHTOB

4. 3amuTa MalIMHHBIX HOCUTENIEH NEePCOHAIBHBIX TaHHBIX
4.1. | Y4et MalIMHHBIX HOCUTEJIEH ePCOHATBHBIX JaHHBIX
4.2. | YnpaBieHue JOCTYNOM K MAIIMHHBIM HOCUTESIM MEPCOHANIbHBIX JTAHHBIX
5. Peructpanus coOpiTHil 6€30MaCHOCTH

5.1. |Omnpenenenue coOBITUM 0E€30MACHOCTH, MOMJICKAIIUX PETUCTPALUH, U CPOKOB
UX XpaHCHHS

5.2. |Coop, 3amuch U XpaHeHHE HHPOpPMAIMH O COOBITUSX OE30MaCHOCTH B TEUCHUE
YCTQHOBJIEHHOTO BPEMEHU XPAaHEHHUS

5.3. |PearupoBanue Ha cOOU IpU PETUCTpALMU COOBITHI 0€30MacHOCTHU, B TOM YHCIE
anmapaTHbIE W MPOrpaMMHBIE OMIMOKM, cOOM B MexaHM3Max cOopa HMH(pOpMaINH
U JOCTIDKEHHE TIpeJiesia UiIH TIEpEenoHeHUs 00beMa (EMKOCTH) TTaMsITH

5.4. |3amuTa nHMOPMAIIUHU O COOBITUSAX OE30MACHOCTH

6. AHTUBHpYCHAs 3alIMUTa
6.1. |Peanu3anust aHTUBUPYCHOMN 3aIUTHI
6.2. |O6HOBNEHHNE 0a3bl JaHHBIX MPU3HAKOB BPEIOHOCHBIX KOMIBIOTEPHBIX MPOrpaMMm

(BuUpycOB)

7. OOHapyXxeHUE BTOPKEHUI




7.1. |O6Hapy>keHNe BTOPKEHUI
8. KonTpomns (aHanmm3) 3alIUIIEeHHOCTH TEPCOHATBHBIX JAHHBIX

8.1. |BeigBnenue, aHanu3 ysS3BUMOCTeH WHGOPMALMOHHOW CHUCTEMBI M OIEPAaTHBHOE
yCTpaHEHHE BHOBD BBISIBIICHHBIX YSI3BHMOCTEH

8.2. |KoHTposib ycTaHOBKM OOHOBJICHHH MPOTPaMMHOTO OOCCIICYCHUS, BKIIIOYAs
OOHOBJIEHHE NTPOrPAMMHOTr0 00ECTIEYEHUs CPEACTB 3AIIUTH HHPOpMaLUU

8.3. |[KonTtpomp paboTOCOCOOHOCTH, TMapaMeTpoOB HACTPOWKM U  MPaBHIBHOCTU
(YHKIIMOHUPOBAHUS  TPOTPAMMHOTO  OOECIIEYCHHST H  CPEJICTB  3aIUTHI
uHdopMaIuu

8.4. | KoHTpoub cocTaBa TEXHHUYECKHX CPEACTB, IPOTPAMMHOTO 00ECTICUCHHS B CPENICTB

3aIuThl HHPOpMaIHH

9. OGecnicueHune OCIO0CTHOCTH HH(l)OpMaHI/IOHHOﬁ CUCTCMBI U IICPCOHAJIbHBIX JaAHHBIX

9.1. |KoHTposib WEIOCTHOCTH MPOrpaMMHOI0 oOecredeHus, BKIIoYas MPOrpaMMHOE
o0ecrieueHne CpesICTB 3alUThl HH(pOpMaLuu

9.2. |ObGecrieueHre BO3MOKHOCTU BOCCTaHOBJIEHHMSI HPOrPaMMHOIO OOecredyeHus,
BKJIIOYas NPOrpaMMHOE OOEeCHedYeHHe CpeACTB 3aluThl WHGOpMALUH, TNpU
BO3HUKHOBEHHMH HEIUTATHBIX CUTYallUi

10. Obecneuenue N1OCTYIMHOCTH NEPCOHAIBHBIX TaHHBIX

10.1. | icnionib30BaHUE OTKA30yCTOMYUBBIX TEXHUUYECKUX CPEJICTB

10.2. |KonTpons  0e30TKa3HOTO  (PYHKIIMOHUPOBAHHUS  TEXHUYECKUX  CPECTB,
oOHapyXeHue M JOKaJIu3alusl OTKa30B (DYHKIMOHUPOBAHUS, MPHUHATHE Mep
110 BOCCTAHOBJIEHHMIO OTKA3aBIIUX CPEACTB U UX TECTUPOBAHUE

11. 3ammra cpeapl BUpTyanIn3anuu

11.1. |Unentudukauuss u ayTeHTHPUKALUA CYOBEKTOB JOCTyna M OOBEKTOB JOCTYIa
B BHUPTYyaJbHOH HMH(PACTPYKTYype, B TOM YHCIE aJIMUHUCTPATOPOB YIIPaBJICHUS,
CPEJICTBAMU BUPTYyaJIN3aLNH

11.2.| YupaBnenue AOCTYIOM CyOBEKTOB JOCTYIa K 00BEKTaM JOCTYIa B BUPTYaJIbHOM
MHQPaACTPYKType, B TOM YUCIIE BHYTPH BUPTYAIbHBIX MAIIUH

11.3.| YnpaBnenue IIEpEMEILIEHUEM BUPTYyaJIbHBIX MaIluH (KOHTEWHEPOB)
1 00pabaThIBa€MbIX HA HUX JAHHBIX

11.4. | KOoHTpOJb 1IEIOCTHOCTH BUPTYANIbHON HHPPACTPYKTYPHI U €€ KOHPUTyparuit

11.5.|Peanuzauygd ¥ ymnpaBieHUE AHTUBHUPYCHOM  3aIMTOM B  BUPTYaJIbHOMU
UHppacTpyKType

12. 3amura TEXHUYECKUX CPEICTB
12.1.|3ammra  uwHpOpMammH,  oOpabaTHIBa€MOW  TEXHUYECKUMH  CPEICTBAMH,




OT €C YTCUKU 10 TCXHUYCCKUM KaHaJlaM

12.2.

KonTpone u ympaBieHune (QU3MUECKUM JOCTYIOM K TEXHMUYECKUM CpEICTBaM,
CpeacTBaM 3alluThl HHPOPMALIMH, CPEACTBaM obecredeHus] (yHKIIMOHUPOBAHUSI,
a TaKkKe B IIOMELIEHUsA, B KOTOPbIX OHHM YCTaHOBJEHBI, HCKJIIOYAIOLIUE
HECAHKIIMOHUPOBAHHBIA  (U3MYECKUII  JOCTYyl K  CpeacTBaM — oOpaloTKH
nH(pOpPMALMM, CPEICTBaM 3allUThl MH(POPMALMU U CpEeACTBAM OOeCHeueHus
(YHKIMOHMPOBAaHUS UHPOPMAIIMOHHON CHUCTEMBI, B IOMEIIEHUS, B KOTOPBIX OHHU
YCTaHOBJICHBI

12.3.

Pa3memienne yctpoilcTB BbIBOAa (OTOOpa)keHHs) HHGPOpPMAlMU, HCKIIOYAroIiee
€€ HECAHKI[MOHUPOBAHHBIN TPOCMOTP

12.4.

3ammTa OT BHEIIHMX BO3JACHCTBUN (BO3JCUCTBUN OKpYy)Karomield Cpempl,
HECTAOUJILHOCTH DJIEKTPOCHAOXKEHUS, KOHIWIUOHUPOBAHUSA W WHBIX BHEITHUX
(bakTopoB)

13.3

anuTa HHGOPMAIMOHHON CUCTEMBI, €€ CPEJICTB, CUCTEM CBS3H U MEpeIaun JaHHBIX

13.1.

ObecnieueHne 3alUThl MEPCOHAIBHBIX JAaHHBIX OT PACKPBITUS, MOAU(PUKAIUU
U HaBsA3bIBaHUA (BBOAA JIOKHOW HMH(pOpManuu) mnpu ee mnepeaade (MOArOTOBKE
K Iepejiaue) 1Mo KaHajaM CBsI3U, MMEIOIIUM BBbIXOJ 3a IMpeleibl KOHTPOIUPYEeMOi
30HBI, B TOM YHCJI€ OECTIPOBOAHBIM KaHallaM CBSI3U

13.2.

HckiaroueHne BO3MOXHOCTH —OTPULI@HMs  TOJb30BaTeneM (akra OTIPaBKU
MEPCOHAIBHBIX JAHHBIX IPYrOMY MOJIb30BATEIIO

13.3.

Hckmouenne BO3MOKHOCTH OTpPUIIAHUS TOJIb3oBareneM ¢akra TOJydeHus
MEPCOHAIBHBIX JAHHBIX OT APYroro MoJib30BaTENs

13.4.

Obecneuenue 3arpy3Ku U UCTIOJHEHUS TPOTPAMMHOT0 00€CTICUCHHS ¢ MAITUHHBIX
HOCHUTEJEH MepPCOHANBHBIX JaHHBIX, JOCTYIHBIX TOJIBKO JJISI YTCHHS, U KOHTPOIb
[[EJTOCTHOCTH JJAHHOTO MPOTPAMMHOTO OOeCTIeYeHUS

13.5.

3ammTa 6eCpOBOIHBIX COSAUHEHNN, TPUMEHSIEMBIX B HHPOPMAITMOHHOW CHCTEME

14. BeIiBIeHNE MHIMAECHTOB U pearipOBaHKE Ha HUX

14.1.

OHpGI[CJ'IeHI/IC JIMI[, OTBCTCTBCHHLIX 34 BBIABJICHUC WHIUACHTOB W pCarupoBaHHC
Ha HUX

14.2.

Ananns HHOUACHTOB, B TOM YHCJIC OIPCACICHUC HWCTOYHHMKOB W TIPHUYUH
BO3HHMKHOBCHHA MHIITMACHTOB, 4 TAKXKC OLICHKA UX HOCJ'IGI[CTBI/II\/’I

14.3.

[IpuHsATHE MEp IO YCTPAHEHUIO ITOCIIEACTBUN NHIIUICHTOB

15. YopaBnenue koHpuUrypanuein HHPOPMAITHOHHON CUCTEMBI U CUCTEMBI 3aIIUTHI

NEPCOHAIIBHBIX TAHHBIX

15.1.

OmnpeneneHue ML, KOTOPBIM pa3pelieHbl JEUCTBHUS MO BHECEHUIO W3MEHEHUM
B KOH(UTYpannio HHPOPMAIMOHHON CUCTEMBI U CUCTEMBI 3aIIUTHl IEPCOHATBHBIX
JAHHBIX




15.2.

VYrpaBieHne  U3MEHEHUSIMH  KOH(UTyparuu
Y CUCTEMBI 3aIINATHI NEPCOHAIBHBIX JaHHBIX

uHPOPMAITMOHHON

CHUCTEMBI




