ITOCTAHOBJIEHMUE

I[Ipencenarens Bonoroackou ropoackou J[ymsbl

or 27 nosiOps 2025 roga Ne 19

OO0 yrBep:xkaennu Konnenunu nugopmMannoHHoi 0e30acHOCTH
Bousoroackoii ropoackoi Aymsbi u Ilomutnkun nHpopManmoHHOH 0€30MIACHOCTH
BoJsoroackoii ropoackou Jlymbl

B mensax obGecrneuenuss 0€30MacCHOCTH NEPCOHANBbHBIX JaHHBIX CYOBEKTOB
NEPCOHANBHBIX  JAHHBIX, O0OpabaThiBaéMbIX B  WH(MOPMAIMOHHON  CHUCTEME
IIEPCOHAJIBHBIX  JaHHbIX Bomoroackon ropoackod  JlyMbl, Ha  OCHOBAaHWUH
®enepanpbHoro 3akoHa ot 27 wutons 2006 roga Ne 152-03 «O mnepcoHaIbHBIX
naHHBIX», TocTaHoBieHus [IpaButenpcTBa Poccmiickoit Denepammu ot 01 HOSIOps
2012 roma Ne 1119 «O6 yTBepkaeHUH TpeOOBAaHUM K 3alIUTE TIEPCOHATBHBIX JTaHHBIX
npu ux o00paboTke B HH(POPMAIMOHHBIX CHCTEMaX TMEPCOHAIBHBIX JIAHHBIXY,
Ha OCHOBAaHMM 4acTh § crartbu 27, cratbu 35 VYcraBa ropoiCKOro OKpyra ropojaa
Bonorasr IOCTAHOBJIALO:

1. VYrBepaute mpmiaraemyro Konmenmuio wHPOpMAMOHHONW 0€30MacHOCTH
Bonoroackou ropoackou Jymsi.

2. VrtBepauth mnpunaraemyio lloauTuky wuHQOpPMALMOHHONH O€30MaCHOCTH
Bonoroackou ropoackou JJymsl.

3. Hacrosmee moOCTaHOBJIEHHE TMOJICKUT OIYOJIMKOBAaHUIO B  Ta3eTe
«Bonoroackue HOBOCTH», pa3MeUIeHHI0 Ha oduuuaabHOM caiite Bonoroackoi
ropojickoid Jlymel B MHGOPMaIMOHHO-TEICKOMMYHHUKAITMOHHONW cetn «HTepHET»,
BCTYIAET B CUJIY CO JHS ONMyOJMKOBaHUS M PACHpPOCTPAHSAETCS HA MPABOOTHOIICHHUS,
BO3ZHUKIIIKME CO JTHA M30paHMsl W BCTYIUICHUs] B JOJDKHOCTH [maBel ropona Bomorasr

B COOTBETCTBMM C 3akoHOM Bomoronckoit o6nactu ot 01 aBrycra 2025 roama
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No 5936-O3 «O peryinupoBaHMM HEKOTOPBIX BOIPOCOB OpPTaHU3AlMU MECTHOTO

camMoympaBJeHHs Ha TeppuTOpuu Bomoroackoit obmactuy.

IIpencenarens

Bonoroackoi ropoackou Jymsl J1.B. AHTOHOB



YTBEPXJIEHA
nocranoBieHueMm llpencenarens
Bonoroackou ropoackon [Jymsl

ot 27 nosiopst 2025 roma Ne 19

KOHIENIIUS
WH®OPMAIIMOHHOM BE3OITACHOCTH
BO.JIOI'OJICKOM T'OPOJCKOM JYMBbI

1. OO01re noJI0KEHUS

1.1. Hacrosmas Konuenuuss wmHdopmanuonHo Oe3omacHoct Bomoroackoit
ropozackoi Jlymel (manee — KoHmenius) onpenenseT oOIme MoaXxoabl K 00eCTICUCHHUIO
nHpopmanmonHoi Oe3omacHocTH B Bosoroackoi ropoackoi Jlyme (mamee Takke —
ropozackas yma, Jlyma).

1.2. HeoGxomumocth yTBepxkaeHus Konmenmuu oO0ycloBIeHAa pacHIMpEeHUuEeM
chepbl mpUMEHEHUs HUHPOPMAIMOHHBIX TEXHOJOTUM M TMPOIECCOB MpH 00paboTKe
MEPCOHATBHBIX JTAHHBIX.

1.3. Konuenuus onpenenser OCHOBHBIE €U, 3aJla4d U MPUHIUIIBI 00€CTICUeHHS
0€30MacHOCTH TEepPCOHAJIBHBIX JaHHBIX B Bosorojackoit roponckoi Jlyme, a Takxke
0OIIYyI0 CTPATETHIO MOCTPOCHUSI CUCTEMBI 3alllUThI IEPCOHANBHBIX JaHHBIX Bonoroackoi
ropoackou Jlymsl.

1.4. Konnenuusi pa3paborana B cooTBeTcTBUU ¢ DenepalibHbIM 3aKOHOM OT 27
utonss 2006 toma Ne 152-®3 «O mepcoHalmbHBIX JaHHBIX» (C TOCIEAYIOIUMU
M3MEHEHUSIMH) HA OCHOBAHUU CJIEIYIOUIUX MMPABOBBIX AKTOB:

- nocranosienue [IpaBurenscrBa Poccuiickoii denepanuu ot 06 urons 2008 roma
Ne 512 «O06 yTtBepkaeHUU TPEeOOBAaHUN K MaTEePHAIbHBIM HOCUTEISIM OMOMETPUUYECKHUX
MEPCOHAIBHBIX JAHHBIX M TEXHOJOTHUSIM XPaHCHUS TaKUX JTaHHBIX BHE MH()OPMAIIMOHHBIX
CHUCTEM MEPCOHATBHBIX JAHHBIX» (C MOCIEAYIOMUMHI U3MEHEHUSIMU );

- mocta”osyienue IIpaBurensctBa Poccutickoit @enepanun ot 15 centsadps 2008
roma No 687 «O6 yrBepxkacHun IlomoxeHuss o0 ocoOeHHOCTSIX 00paboTKU
MEPCOHAIBHBIX JAHHBIX, OCYIIECTBIsIEMON 0€3 UCIIOIB30BaHMsI CPEJACTB aBTOMATH3ALIUN»

(c mocneayrourM U3MEHEHUEM);



- moctaHoBneHue I[IpaButenbcrBa Poccuiickoit @eneparuu ot 01 Hos6ps 2012
roga Ne 1119 «O06 yrBepkaeHun TpeOOBaHMI K 3alIMTE MEPCOHAIBHBIX AAHHBIX IMPH
ux 00paboTke B MHPOPMALMOHHBIX CUCTEMAaX MEPCOHAIbHBIX JAHHBIX;

- npuka3 DenepanbHONW CIYKOBI MO TEXHUYECKOMY M IKCHOPTHOMY KOHTPOJIIIO
or 18 depans 2013 roma Ne 21 «O6 yrBepxkaenun CocTtaBa M CoOJepKaHUS
OpPraHU3alMOHHBIX U TEXHUYECKUX Mep M0 00ecrneyeHHo0 6e30MacHOCTH NEePCOHATBHBIX
JMaHHBIX TpU UX 00paboTKe B MHGOPMAINMOHHBIX CUCTEMaX MEPCOHATBHBIX JTAHHBIX»
(c mocneayrIUMA H3MEHECHUSIMU );

- bazoBas mMozenb yrpo3 6€30nacHOCTH MEPCOHATBHBIX JAaHHBIX PH UX 00paboTKe
B MH(QOPMAIMOHHBIX CUCTEMaX IMEePCOHAJIbHBIX JaHHBIX, YTBEP)KIEHHAs 3aMECTHUTENIEM
mupekTopa PenepanbHOM CIIy’)KObI IO TEXHUYECKOMY M IKCIIOPTHOMY KOHTpoiro 15
depans 2008 roxa.

Konuenmuss  pa3paboTaHa B  COOTBETCTBHM C  CHCTEMHBIM  IOJIXOJIOM
K oOecnedennto mHpOpMAIMOHHONW Oe3omacHocTH B Bomoroackoit ropoackoit [Jyme.
CucteMHbIl TOIXOJ TMpeArnojaraeT aHajiu3 aKTyalbHBIX yrpo3 0e30MacHOCTH
NIEPCOHATBHBIX JTAHHBIX U (PYHKITMOHUPOBAHUE CHUCTEMBI 3aIIUThI IEPCOHATBHBIX JTAHHBIX
C MO3ULMU KOMILJIEKCHOTO MPUMEHEHUSI TEXHUUECKUX, OPTaHU3allMOHHBIX MEpP U CPEJCTB
3aIIUTHl IEPCOHAJIBHBIX JAHHBIX.

1.5. B Konuenuuu mnox uHPOPMAIMOHHOW O€30MAaCHOCTbIO MOHHUMAETCS
3alMIICHHOCTh MEePCOHANbHBIX JaHHBIX U oOpabaThIBarolell UX HUHPPACTPYKTYphl OT
BCEX BHUJIOB yIPO3, BHEIIHUX W BHYTPEHHUX, YMBIIUICHHBIX U HENpeAHAMEPEHHBIX.
3amaun  MHGOPMALMOHHON O€30MacCHOCTH CBOAATCS K MHUHHUMM3AIUU yiepba oT
BO3MOKHOW peanu3aliy yrpo3 Oe30macHOCTH MEPCOHANBHBIX MaHHBIX, a TaKXke K
MIPOTHO3UPOBAHUIO U MPEAOTBPALIEHHUIO TAKUX BO3ACUCTBUM.

1.6. B KonHuenuuu HCHONB3YIOTCS TEPMHUHBI M OIPEAEICHUS B 3HAYCHUSX,
omnpezneneHHbix B PexepanbHoM 3akoHe oT 27 wutonsa 2006 roma Ne 152-03 «O
MEPCOHABHBIX JAHHBIX» (C MOCIEAYIONUMUA U3MEHEHUsIMU) U ba3oBoil mMojenu yrpo3
0€30MMacHOCTH MEPCOHATBHBIX JIAHHBIX MPU UX 00pab0TKe B MH(OOPMAIIMOHHBIX CUCTEMax
NEPCOHANBHBIX JaHHBIX, YTBEPXKICHHOW 3amecTuTesnieM aupekropa @DenepanbHON
CITyOBI TIO TEXHHYECKOMY M 3KCIIOPTHOMY KOHTpOoJIt0 15 deBpans 2008 roxa.

1.7. B KoHueniuu ucnonb3yroTcs CleyIone 0003HaYEHUs U COKPAIICHHUS:

APM - aBTOMaTH3upOBaHHOE paboyee MeCTo;
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UCIIa - wurboOpManMoHHAs CHUCTEMa TMEPCOHAIBHBIX IaHHBIX Bosoroackoi
ropoackou Jlymsr;

JIBC — nokanbHasi BBIYMCIUTENBHAS CETh.

1.8. KoH1emnius aBiseTcss OCHOBOM JJIS:

- [Tonutuku nHpopmMannonHoit 6e3onacHoct Bosnoroackoi ropoackoi Jlymsr;

- TPOBEACHHUS OPraHM3allMOHHBIX W TEXHUYECKUX Mep MO OO0EeCleUeHHUIO
nH(popMannoHHOU Oe3onacHocTr Bomoroackoit ropojackoit Jlymsr;

- TPUHATHS  YHOPABICHUECKUX pEIICHUW, CBA3AHHBIX ¢ OOecreYeHueM
UH(GOPMAIIMOHHOM 0€30TIaCHOCTH;

- KOOpAWHAIMU JESITENBHOCTH CTPYKTYPHBIX TOJpa3/iefieHui  ammapara
Bonoronckoii ropoackoii J[ymbl ipu mpoBeAeHUH pabOT MO Pa3BUTHIO U IKCILTyaTalluu
UCTIJH ¢ cobOmoneHnneMm TtpeboBaHMil oOecredeHus O€30MacHOCTU IEPCOHAIBHBIX
JTAHHBIX;

- pa3paboOTKH MPEAJIOKESHHH 110 COBEPIIEHCTBOBAHUIO ITPABOBOTO, METOAMYECKOTO,
TEXHUYECKOT'0 M OPraHU3aIlMOHHOTO 00eCIeueHHs] 0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX

B UCII/IH.

2. IlonsaTue cucTeMsbl 3alIUThI IICPCOHAJIbHBIX

JAaHHBIX, €€ 3aa4U, ITPUHIHAIIBI U CO3/JaHHC

2.1. Cucrema 3amUTHl MEPCOHAIBHBIX JAHHBIX MPEICTABISIET COOOMU
COBOKYITHOCTh OPraHM3allUOHHBIX M TEXHUYECKUX MEPONPUSITUN JUIsl  3allUThI
MEPCOHANIBHBIX JaHHBIX OT HENPAaBOMEPHOIO WJIM CIyYallHOro JOCTyla K HUM,
YHUYTOXKEHUS,  U3MEHEHHUs, OJNOKUPOBAHHUS, KONUPOBAHUSA,  PACIPOCTPAHEHUS
MEPCOHAIBHBIX JAHHBIX, & TAK)KE UHBIX HEMIPABOMEPHBIX JCHCTBUM C HUMHU.

2.2, Cucrema 3alMTHl TEPCOHANBHBIX JAHHBIX JIOJDKHA OOECIeYMBAThH
3¢ (heKTUBHOE pElICHHE CIASAYIOMUX 3a1a4:

- 3aIMTa OT BMEIIATEJICTBA MTOCTOPOHHUX JIUIl B MpoIecc (YHKIIMOHUPOBAHUS
HUCIIdH;

- pa3rpaHUYEHHE JAOCTYIa MOJIb30BATENEH;

- peructpanus JACHUCTBUM IOJb30BATEICH MNPU HCHOJIB30BAHUU 3AIMIIAEMbIX
pecypcoB UCII/IH B CHCTEMHBIX XypHAJIAX U MNEPUOJUYECKHN KOHTPOJIb KOPPEKTHOCTH

nercteuil nonp3oBateneit UCIIJ(H nmyrem aHann3a cCoOAEpKUMOIO 3TUX KYPHAJIOB;
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- KOHTpOJIb IIEJIOCTHOCTU (0OecreyeHne HEU3MEHHOCTH) Cpelbl HCIOJIHEHUS
IPOrpaMM U €€ BOCCTAHOBJIEHUE B CIIy4ae HapyLIEHUs;

- 3allUTa OT HECAHKIIMOHUPOBAaHHONM MOIU(UKAIUU M KOHTPOJIb LEJOCTHOCTH
ucnonp3yeMbix B MCII/IH nporpaMMHBIX CpEICTB, a TakKXe 3alluTa CHUCTEMbI
OT BHEJIPEHMS HECAHKLIMOHUPOBAHHBIX IIPOrPAMM;

- 3alUTa NEPCOHAIBHBIX JAaHHBIX OT YTEUYKM HH(GOpPMAIUHM I0 TEXHUYECKUM
KaHajaM Ipu ee o0paboTKe, XpaHEHUH U epeade 110 KaHajiaM CBS3H;

- oOecnedyeHue (QyHKIMOHMPOBAHUSA KPUNTOrpaUUYEeCKUX CpPEACTB 3aLUThI
uHpOpMAIMK TTPU KOMITPOMETaLUU o0ecrieueHus: 6e30macHOCTH UH(opMaIuy;

- CBOEBPEMEHHOE BBISIBICHUE HMCTOYHHMKOB YIpo3 O€30MaCHOCTH IMEPCOHAIBHBIX
JAHHBIX, TPUYMH W YCJIOBUH, CIIOCOOCTBYIOIIMX HAHECEHHIO Yyiepba CcyObekTam
NEPCOHANBbHBIX JAHHBIX, CO3/IaHHE MEXaHU3Ma ONEPaTUBHOTO PEarupoOBaHUS HA YIPO3bl
0€30MacHOCTH EPCOHATBHBIX JAHHBIX U HETaTUBHBIC TEHICHIINH;

- CO3JaHME YCJOBHMU UIi MUHMMM3AIMKA U JIOKAIM3allMd HAHOCHMOro yiiepOa
HENPABOMEPHBIMHU JIEUCTBUAMM, OCIA0JICHHE HETaTUBHOTO BIUSHUS W JIMKBUIAIUS
HOCJIEeICTBUI HapylIeHUs] 0€30MaCHOCTH MEPCOHAIBHBIX JTaHHBIX.

2.3. CucremMa 3aliUThl NEPCOHAIBHBIX JAHHBIX CTPOMTCS Ha IMPUHLHUINAX
KOMIUIEKCHOCTH, HENPEPBIBHOCTH, CBOEBPEMEHHOCTH, IIPEEMCTBEHHOCTHU
U HENpEepbIBHOCTU COBEPIIEHCTBOBAHMS, NEPCOHAIBHOW OTBETCTBEHHOCTH, TI'MOKOCTH
CUCTEMBI 3aUIUTHI, OTKPBITOCTH QJITOPUTMOB M MEXAHU3MOB 3allUTHI, IIPOCTOTHI
OPUMEHEHHs]  CPEICTB  3allUThl, HAayYHOH OOOCHOBAaHHOCTH U  TEXHHYECKOU
peanu3yeMocTH, 0053aTeTbHOCTH KOHTPOJIS.

2.4. CojaepxaHue NPUHLMIIOB TIOCTPOECHUS CHUCTEMBI 3aLIUThl IEPCOHAIBHBIX
NaHHbIX packpeiBaerca B Ilomutuke nuHdopmanmonHoil GezomacHoctu Bonoroackoi
ropoackou Jlymsl.

2.5. Co3nanue cucTeMbl 3alllUThl IEPCOHATBHBIX JAHHBIX BKIIOYAET CIICAYIOIIHNE
CTa/IUU:

- TIPEANPOCSKTHAS CTaJus, BKIIOUaromas npeanpoekraoe oocnenopanue MCII/H,
Ip1 HEOOXOAUMOCTH Pa3pabOTKy TEXHUYECKOTO (YACTHOTO TEXHUYECKOTr0) 3a/1aHUs Ha ee
CO3/IaHME;

- CcTaaus TPOEKTUpoBaHUsA (pa3paboTku mnpoektoB) u peanuzanuu WCIIH,

BKJTFOYAIOMIAs pPa3pabOTKy CUCTEMBI 3alIUThI IEPCOHABHBIX JaHHBIX B cocTtaBe MCII/IH;



- CcTagus BBOJA B JICWCTBHE CHCTEMBl 3allUTHl IEPCOHAIBHBIX JAHHBIX,
BKJTIOYAIOIIAsl ONBITHYIO OJKCIUIyaTalldi0O M TPUEMOCAATOYHBIC HCHBITAHUS CPEACTB
3ammThl, a Takke oueHky coorBercTBus MCII[lH TpebGoBanusM 0e30macHOCTH
UH(OPMAIIHH.

2.6. JIoKyMeHTbI, HAa OCHOBAaHMHM KOTOPBIX CTPOUTCS CHCTEMa 3alllUThI
NIEPCOHANBHBIX JAaHHBIX, TPEOOBAHUS K €€ COJep)KaHHIo, ompeneisitorcst [lomuTukoin

uH(popMannoHHOU 6e3onacHocTu Bonoroackoii ropoackoid Jlymel.

3. OOBEKT 3alTUThI MIEPCOHATBLHBIX IAHHBIX

3.1. B undopmanmonHol cucTeMe OOBEKTaMU 3alIUTHI SBJISIOTCS WHGOpMAIIHS,
coJepkaiascs B HMH(OPMAIIMOHHON cHUCTEeMe, TEXHHYECKHE CpelcTBa (B TOM YHCIE
CpElICTBAa BBIYMCIUTEIBHOW TEXHHMKH, MAIIMHHBIE HOCUTEIM HH(OpMAIUU, CpPEICTBa
U CUCTEMBI CBS3U M TEpeNavyd JAaHHBIX, TEXHHUYECKHUE CPEICTBA 00pabOTKU OYKBEHHO-
nudposoit, rpaduueckoil, BHUACO- U pedyeBOM HHPOpMAIUHK), OOIIECUCTEMHOE,
MPUKIIAIHOE, CIEIUAIIBHOE MPOrpaMMHOe o0ecriedeHre, HHPOPMAIMOHHBIC TEXHOJIOTHH,
a TaKKe CpeICTBa 3alIUThl HH(OPMAIIUH.

3.2. Bumsl nepcoOHANBHBIX JaHHBIX, MOMJICKANUX 3alUTe, W TpeOOBaHUS
no oobecrneyeHu0 WX 3amMThl  ompexaensitoress  [lonutukoit  MHOpMAIIMOHHON

6e3omacHocTH Bonoroackoit ropoackoit Jlymesl.

4. Mepbl, METO/IBI U CPEACTBA 00ECTICUCHUS

TpeOyeMoro ypoBHs 3alIUIIEHHOCTH MEPCOHANBHBIX TaHHBIX

4.1. TpeOoBanust 1O OOECIEUEHHIO 3aIIMTHl  MEPCOHANBHBIX  JaHHBIX
onpenenstoTcs [lonmutukon mHpopMannonHoi Ge3onacHocTH Bomoroackoi ropoackoin
JlyMBl.

4.2. OGecrieueHne  TpeOyeMOTO  YpPOBHS  3alMIIEHHOCTH  JOCTUTAETCS
C MCII0JIb30BAaHUEM MEp, METO/I0B U CPEICTB OE30M1aCHOCTH.

4.3. Mepsl 110 obecriedyeHnIo 6€30MacHOCTH NePCOHATBHBIX TaHHBIX, TOICKAIINX
peanuzanuu B UCII[IH (nanee Takxke — Mephbl), HOAPa3AEISIFOTCS Ha:

- 3aKOHOJIaTeNbHbIE (IIPABOBHIE);

- OpraHU3alluOHHBIC (a)IMI/IHI/ICTpaTI/IBHI)IG);



- pusnyueckue;

- TEXHUYECKHE (aIapaTHbIe U IPOrPAMMHBIE).

CoctaB u conepkaHue Mep MO 00ecreueHut0 Oe30MacHOCTH TEePCOHATBHBIX
JaHHbIX, mnomnexamux peanuzanquu B WCII[AH, onpenenstorcs I[lomutukoi
uH(popMalMoHHOM 6e3onacHocTu Bosnoroackoii ropoackoi Jlymsl.

4.4. K 3akoHOnaTelbHbIM (TIPaBOBBIM) MEpaM OTHOCHUTCS 3aKOHOJATEIbCTBO
B cdepe MepcoOHATBHBIX JAHHBIX, 3aKPEIUIAIoNIee MpaBa M OO0S3aHHOCTH YYaCTHUKOB
MH(OPMALIMOHHBIX OTHOLIEHUI B mpolecce ee 00pabOTKM M MCIOJB30BaHUS, & TaKkKe
YCTaHABJIMBAIOLIEE OTBETCTBEHHOCTh 3a HAPYIIEHHS JTHUX NpaB M OO0S3aHHOCTEM,
OPEMSITCTBYS TEM CaMbIM HEMPaBOMEPHOMY HCIOJIb30BAHUIO TMEPCOHANbHBIX JIaHHBIX,
U SIBJISIIOLLEECS CAEPKUBAIOIIUM (PaKTOPOM JUIsl BEPOSTHBIX HAPYLIUTENIEH.

4.5. K opraHuzaldOHHBIM (aJMUHUCTPATUBHBIM) MEPaM OTHOCSTCS MeEpbl
OpPraHU3allMOHHOI0 XapakTepa, perjJaMeHTUPYIOLIUEe MpoIecchl (PYyHKIIMOHUPOBAHUS
UCIIOx, wucnonb3zoBanne pecypcoB MCII[H, a Takxke NOPSAOK B3aMMOJICUCTBUS
nonb3oBareneit ¢ UCIIIn Takum 0O6pazoM, 4TOOBl B HAaUOOJbIIEH CTENEeHH 3aTPyJHUTH
WIA UCKJIIOYUTH BO3MOXKHOCTh PEaU3allii yrpo3 0e30MacHOCTH WM CHHU3UTH pa3Mep
IIOTEPH B CIIy4Yae UX pean3alyu.

4.5.1.  OpranuzauuoHHble  (aAMHUHUCTPATUBHBIE)  MEPbl  PEATU3YIOTCS
B cooTBercTBUU ¢ llomutukoit wHopMannonHoit Oe3omacHocTH Bomoroackoi
ropoackoil JIlymel U COCTOST U3 MEp aIMUHUCTPATUBHOTO YPOBHSI M OpraHM3alMOHHBIX
Mep.

4.5.2. K aqgMUHUCTPAaTUBHOMY YPOBHIO OTHOCHUTCSI (POpMHUpOBaHHE HOPMATHUBHOM
paBoOBOM 0a3bl 0OecneUeHns 3aUThl mepcoHanbHbIX JaHHbIX B UCIIIH.

4.5.3. Opranu3aiioHHbIE MEPHI JOJIKHBI:

- UCKJIIOYaThb BO3MOXHOCTh HECAaHKLUMOHUPOBAHHBIX JEUCTBUM B OTHOILECHUHU
00BEKTOB 3aIlMTHI;

- ONpeAeNsATh KOATWUMOHHBbIE M HepapXUyYECKhe TMPUHUUIBI M METOJBI
pa3rpaHUyEeHUs 10CTYyNa K EPCOHAIBHBIM JTaHHBIM;

- OmpenensiTh  NOPANOK  paboThl €  MpPOrpaMMHO-MaTeMaTUYECKUMU
Y TEXHUYECKUMU (anmnapaTHbIMHU) CPEACTBAMH 3aLUThI;

- obecrneunBaTh MPOTUBOJECHCTBUE HECAHKIIMOHUPOBAHHOMY IOCTYITy Ha 3Tamax

ayTeHTH(HUKAINH, aBTOPU3ALNH, UACHTU(DHUKAIIIH.



4.5.4. Opranu3alMOHHbIE MEPBI BKIIIOUYAIOT BOIIPOCHI IOCTYIA B IIOMELICHMS, TIE
pasmemaercst MCII/IH, momycka cOTpyAHMKOB K ucrnosib3oBanuio pecypcoB MCII/IH,
BeZIcHUA 0a3 JaHHBIX M OCYIIECTBICHHMS MOJIU(UKAIUU HH()OPMALMOHHBIX PECYpPCOB,
OOCITy)KMBaHHA M OCYUICCTBICHHUS MOAU(PUKAIMU aNmapaTHBIX M TMPOTPAMMHBIX
pecypcoB MCIIJIH, npuHATHS WHCTPYKUUA B OTHOIIEHMHM YYaCTHMKOB OOpabOTKU
U obecrieyeHns 0e30MacHOCTH NepcoHanbHbIX JaHHbIX B MCII/IH.

4.6. K ¢pusndecknM MepaM OTHOCSTCS MEXaHUUYECKHUE, HIIEKTPO- WIH HIIEKTPOHHO-
MEXaHUYECKUE YCTPOMCTBA M COOPYXKEHUSA, CIHELUAIbHO IPEIHA3HAYCHHBIC IS
co3anusl (pU3MUECKUX MPENSATCTBHIA Ha BO3MOXHBIX MYTSX MPOHUKHOBEHHUS U JOCTYIIa
BEPOSITHBIX HapylIUTENed K KOMIIOHEHTaM CHUCTEMbl M 3alMiiaeMoil WHGOpMalNH,
a TaKKe TEXHUYECKHE CPEICTBA BU3YAJIBHOTO HAONIONEHUS, CBS3W M OXpaHHOU
CUTHAJIU3ALAH.

4.7. Texnunueckue (anmapaTHO-IIPOrpaMMHBIE) MeEpBI OCHOBAHBI
Ha HCIIOJIb30BAHUM PA3JIUYHBIX 3JIEKTPOHHBIX YCTPOWCTB M CHELHMAIBHBIX IIPOTrpaMM,
Bxogsamux B coctaB MCII[IH ¥ BBINOJHAIOMMX (CaMOCTOSTENIBHO WM B KOMILIEKCE
C JpyruMu cpeinctBamMu) (YHKIMH 3alIUTH (MISHTHQHUKAIHMIO W ayTeHTU(UKALHUIO
HI0JIb30BaTENEH, pa3rpaHUUEHUE 10CTyNa K pecypcam, perucTpaluo COObITUH U T.1.).

[IpumeHeHne TeXHUYECKUX (ammapaTHO-MPOrPaMMHBIX) MEp JIOJKHO NMPUBOAUTH
K CIEAYIOLUM Pe3yIbTaTaM:

- obecrneuenure pu3nyeckon 1eaocTHOCTH Becex koMmmoneHToB UCTIIH;

- kaxaeld noas3zoBarens MCII[AH wnm rpynna nosns3oBateneid MCII/IH nmerot
YHUKaJIbHOE CHUCTEMHOE MMl 1 MUHHUMAJIbHO HEOOXOJIUMBIE ISl BHITIOJHEHUS UM CBOMX
(YHKIMOHATBHBIX 00513aHHOCTEH MOJIHOMOYHS 1O AOCTYIY K pecypcaM CUCTEMBI;

- BCE U3MEHEHUS KOH(DUrypaluuu TeXHUYeCKUX U nporpamMmubix cpeacts UCIIx
IPOU3BOJATCS B YCTAHOBJIEHHOM MOPSAKE (PETUCTPUPYIOTCS U KOHTPOJIUPYIOTCS);

- ceTeBoe 000pyJIOBaHME (KOHLUEHTPATOPbl, KOMMYTATOPbI, MapLIpyTH3aTOPbI
U T.OI.) pacHojiaraercsi B MecCTaX, HEJOCTYNHBIX s IOCTOPOHHUX (CleuanbHbIX
NOMEUICHUAX, IKadax u T.IL.);

- OTBETCTBEHHBIMU COTPYIHHUKaMHU ammapara Boisioroackoi ropoxackoun Jlymbl
OCYIIECTBIIAIIOTCA ~ HEIPEPBIBHOE  YIPABICHWE W aJIMHHHUCTPATHBHAs IOIJIEPKKA

(GYHKIIMOHUPOBAHUS CPE/ICTB 3aIUTHI.



5. Yrpo3sl 6€301macHOCTH MEPCOHATBHBIX JAaHHBIX MPU UX 00paboTKe

B UCII/Ix n nHapymuTtenu 6€30MacHOCTU MePCOHATBHBIX JAHHBIX

5.1. dna UCII[IH BbIIEnsOTCA CIEAYIOIIME OCHOBHBIE KAaTErOPUHM BO3MOXHBIX
yrpo3 06€30MacHOCTH NePCOHANBHBIX TaHHBIX:

- YIpO3bl OT YT€YKU MH(OPMALIMH 110 TEXHUYECKUM KaHallaM;

- YIpo3bl HECaHKLUMOHUPOBAHHOI'O JOCTyla K IEPCOHAJIbHBIM JaHHBIM (B TOM
YHUCJIe TI0 KaHajaM CBSI3U);

- YIpo3bl YHUUTOXXEHUs, XullleHus anmapatHbix cpenacts MCIIH, HOocuTenei
uH(popMaluu nyTem guznyeckoro aocryna k snementam UCII/IH;

- Yrpo3bl XMIIEHHs, HECAHKIIMOHMPOBAHHONH MOAM(DUKALMU WM OJIOKUPOBAHUS
uH(pOpPMaLIUK 332 CYET HECAHKIIMOHMPOBAHHOIO JOCTyNa ¢ NPUMEHEHHEM IMPOTrPaAMMHO-
anmapaTHbIX W MPOTPAaMMHBIX CPEACTB (B TOM YHCIE MNPOrpaMMHO-MAaTeMaTHYECKHX
BO3JICHCTBUI);

- YIpO3bl OT HelpeagHaMepeHHbIX aerctBui nons3oBarenen MCII/IH n Hapymenui
6e3onacHocty ¢yHkiuonupoBanuss UCIIAH (cuctemsl 3alUThl NEPCOHATBHBIX JAHHBIX
B €€ COCTaBe) M3-3a COOEB B MPOrPaMMHOM OOECIEUEHNH, a TAK)KE OT cOOEB anmnaparypbl
U3-32 HEHaJE)KHOCTHU 3JIEMEHTOB, COOEB JIEKTPONUTAHUS U BO3ACUCTBUN CTUXMHMHBIX
00CTOSTECILCTB;

- YIpo3bl OT IpeIHaMEpPEHHBIX AercTBUM nonb3oBaTeneid UCIIJIH.

5.2. KoHkpeTHbIE yrpo3bl O€30MaCHOCTH EPCOHATBHBIX JaHHBIX, AKTYAJbHBIX TPU
o0pabotke mnepcoHanbHbIX AaHHbIX B MCII[IH, M MX HauUMEHOBaHMS OTPaXKAOTCA
B MYHMIMIAIBHOM IpaBoBOM akrte lIpencemarens Bomnoroackon ropoackon Jlymbl
00 obecrneueHn! 3auThl NepCcoHaIbHbIX JaHHbIX B MCII/IH.

5.3. Tlon BepoSITHBIM HapylIUTeNleM O€30MacHOCTH IEePCOHAJIbHBIX JIaHHBIX
B Bonoroackoir ropoackoi Jlyme mOHMMaercs JIMIIO, KOTOPOE€ B  PE3yJbTaTe
YMBIIUICHHBIX MJIM HEYMBIIUICHHBIX JEHCTBUH MOXET HAHECTH YIIepO oO0beKTaMm
3aIUTHI IEPCOHATIBHBIX JaHHBIX.

5.4. BeposiTHble HapylIUTENIW OE30IIACHOCTU NEPCOHAJBHBIX JaHHBIX JENATCS
Ha JIBE IPYIIIIbI:

- BHEILIHHME HapyLIMTEIM — JIMLA, HE MMEIoUIMe MpaBa 0OpabOTKU, NMpeObIBaHUS
Ha TEPPUTOPUM KOHTPOJIMPYEMOW 30HBI, B MpeJesiax KOTOPOM pa3MelaeTcs

o6opynosanne UCII/IH;



- BHYTPEHHUE HApyLIUTENIN — JIMIA, UMEIOLUe IIPaBo NpeObIBaHUS HAa TEPPUTOPUHN
KOHTPOJIMPYEMOM 30HBI, B IIpeenax KoTopoil pazmemiaercs obopynosanue MCIIIH.

5.5. BeposiTHble HapymuTenu 0€30MaCHOCTH MEPCOHAIBHBIX JaHHBIX OTPAXKAIOTCS
B MYHMIMIAIBHOM IIpaBoBOM akrte lIpencemarenss Bomoroackon ropoackon Jlymbl

00 obecrniedeHnu 3amuThl IepcoHATbHBIX JaHHBIX B MCIT/IH.

6. Oxumaembrii 3¢ ekt ot peanusanuu Konmenmun

6.1. Peanu3anusa KoHnenmuu mo3BoJINT:

- oleHuTh coctosinue 6ezonacHocty nHpopmanuu MCII/H, BBISBUT UCTOYHUKU
BHYTPEHHUX U BHENIHUX YIpo3 HHPOPMAIMOHHONW OE€30MacHOCTH, OIPEAeIUTh
NPUOPUTECTHBIC HAIPABJICHHUS TPEIOTBPAIICHUS, OTPAXEHUS W HEUTpAIM3AIlUU DTHX
yrpos;

- pa3paboTarh U (WIKM) YTOYHUTHh MYHHIIMITATLHBIC TIPABOBBIE akThI [Ipencenarens
Bonoroackoit ropoackoit Jlympr 006 oOecrieyeHHMM 3allldThl MEPCOHAJIbHBIX JAaHHBIX
B UCII/IH;

- mpoBectu knaccudukaiuo UCII/IH;

-  TPOBECTH OPTraHHU3AIMOHHO-PSKUMHBIE W  TEXHUYECKHUE MEPOIPUITHS
1o obecrneueHuto 6e3onacHocTu nepcoHaabHbIX AaHHbIX B MCIIH;

- o0ecrneyuTh He0OXOUMBIN YPOBEHb 0€30MaCHOCTH OOBEKTOB 3aIUTHI.

6.2. OcCyllecTBICHHE OSTUX MEPONPUATUM O00ECHEUYUT CO3/IaHHE EIUHOM,
HEJIOCTHOM W  CKOOPJMHUPOBAHHOM cHUCTeMbl HMH(POPMAIMOHHOW OE30MacHOCTH

MEPCOHAJIIBHBIX NAHHBIX U CO3ACT YCJIOBUA JIA €€ I[&J'IbHCfIH.IGFO COBCPIICHCTBOBAHM.



YTBEPXJIEHA
noctaHoBieHueM [Ipencenarens

Bonoroackou ropoackon [Jymsl

ot 27 Hosi6pst 2025 roma Ne 19

MNOJUTUKA
WH®OPMAIIMOHHOM BE3OITACHOCTH
BO.JIOI'OJICKOM T'OPOJCKOM JYMBbI

1. OO01re noJI0KEHUS

1.1. Hacrosimas [lomutuka napopManmonHoii 6e3omacuocty (manee — [onuruka)
Bonoroackoii ropoackoit Jlymsl (nanee takke — ropoackas Jyma, Jlyma) paspaborana
B COOTBETCTBUM C OCHOBHBIMHU IIEJISIMH, 3ajJadyaMd U NPUHIUIIAMH OOecreYeHUs
0e30macHOCTH MEPCOHANBHBIX JaHHBIX B Bonorojckoi ropoackoit [Iyme, a Takxke oOmei
CTpaTeruel MOCTPOEHUSI CHUCTEMBbI 3allUThl IEPCOHAIBHBIX JaHHBIX Boioroackou
ropoackor Jlymsl, ompeneneHHbix Konnenuuei HWHPOPMAIMOHHOW 0€30MacHOCTH
Bonoroackou ropoackou J{ymsi.

1.2. Ilonutuka pa3zpaboraHa B cooTBeTcTBUU ¢ DenepajbHbIM 3aKOHOM OT 27
utong 2006 toma Ne 152-®3 «O mepcoHaNBHBIX JaHHBIX» (C MOCIEAYIOIIMMU
M3MEHEHUSAMH ) Ha OCHOBAHUHU CJIETYIOLINX TPABOBBIX AKTOB:

- moctanoBieHue [IpaButennpctBa Poccuiickoit @eneparuu ot 06 utonst 2008 roga
Ne 512 «O6 yrBepkaeHUHN TpeOOBaHMI K MaTepHAIBbHBIM HOCUTENSIM OMOMETPHUYECKUX
MEPCOHAIBHBIX JAHHBIX M TEXHOJOTUSIM XPaHEHUS TaKUX JTaHHBIX BHE MH()OPMAIMOHHBIX
CHUCTEM TMEePCOHATBHBIX JAHHBIX)» (C MOCIECIYIOMUMHI U3MEHEHUSIMHU );

- mocranoByienue [IpaBurensctBa Poccuiickoit @eneparuu ot 15 centsdps 2008
rona Ne 687 «O06 yrBepxknaenun Ilomoxenus 00 0COOCHHOCTSIX 00pabOTKU
NIEPCOHATBHBIX JAHHBIX, OCYIIECTBIISIEMOI 0€3 NCITOJIb30BAHUS CPEJICTB aBTOMATHU3AIIHI)
(c mocneayronM U3MEHEHUEM);

- nmoctanoBienue [IpaBurenscTBa Poccuiickoit ®enepamun ot 01 nHos6ps 2012
roga Ne 1119 «O0 yTBepkaeHWH TpeOOBaHUM K 3alUTE MEPCOHAIBHBIX JAHHBIX IMPHU
ux 00paboTke B MHPOPMALIMOHHBIX CHCTEMAaX MEPCOHATBHBIX TaHHBIX);

- mpuka3z denepasbHON CITYKOBI IO TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIIO

or 18 depans 2013 roma Ne 21 «O6 yrBepxkaenun CocTtaBa M COAEpKaHUS



OpPraHU3alMOHHBIX U TEXHUYECKUX Mep M0 00ecrneyeHH0 6e30MacHOCTH NMEPCOHATBHBIX
JMAaHHBIX TPU UX 00paboTKe B MHGOPMAIMOHHBIX CUCTEMaX MEPCOHATBHBIX JTAHHBIXY
(c mocneayrIMMA H3MEHEHUSIMU );

- bazoBas mMozenb yrpo3 6€30nacHOCTH MEPCOHATBHBIX JAaHHBIX P UX 00paboTKe
B MH(QOPMAIIMOHHBIX CUCTEMaX IMEPCOHAJIbHBIX JaHHBIX, YTBEP)KIEHHAs 3aMECTHTENIEM
mupekTopa DenepanabHOM CIIy’)KObI MO TEXHUYECKOMY M HKCIOPTHOMY KOHTpoiro 15
despans 2008 rona.

1.3. B IlonuTuke HCHONB3YIOTCS TEPMUHBI W OMNpECICHUS B 3HAYCHUSX,
onpeneneHHbplx B denepanbHoM 3akoHe oT 27 wmromsg 2006 roma Ne 152-d3 «O
MEPCOHAIBHBIX JAAHHBIX» (C MOCIEAYIONMMUA U3MEHEHUsIMU) U ba3oBoil Mojenu yrpo3
0€301MacHOCTH MEPCOHATBHBIX IAHHBIX MPU UX 00pabOTKe B MH(OOPMAITMOHHBIX CHCTEMax
MEePCOHAIBHBIX JIAHHBIX, YTBEPXKACHHOW 3amectuTeneM aupektopa DenepanbHoi
CITY>KOBI 10 TEXHUYECKOMY U DKCIIOPTHOMY KOHTpOJto 15 ¢epans 2008 roxa.

1.4. B IlonuTuke UCMIONB3YIOTCS CIEAYIOIINE 0003HAUYCHUS U COKPAIIICHUS:

APM - aBTOMaTU3UpOBaHHOE pabouee MECTO;

NUCIIa - wuabOpMalMoHHAs CHCTEMa IEPCOHAIBHBIX IaHHBIX Bojoroackoi
ropoackou Jlymsr;

JIBC — nokasnbHasi BBIYUCIUTENbHAS CETh.

1.5. Henwto Ionutuku siBnsiercss obecnieueHne 0€30MacHOCTH OOBEKTOB 3alllUTHI
NIEPCOHANIBHBIX TaHHBIX Bosoroackoi ropoackoit [ymel oT Bcex BUIOB YIpo3, BHEIIHUX
U BHYTPEHHHMX, YMBIIUICHHBIX M HENpPEJHAMEPEHHbIX, MHUHHUMH3alMs yriepOa
OT BO3MOXHOM peanu3anuu yrpo3 0€30MacHOCTH MEPCOHATBHBIX JaHHBIX.

1.6. be3onacHOCTh NEPCOHANBHBIX JIAHHBIX JIOCTUTAETCS IYTEM MCKIIOUYEHUS
HECAaHKIIMOHUPOBAHHOTO, B TOM 4YMCJIE HEIPEAHAMEPEHHOTO, JOCTYyNa K MEPCOHAJIbHBIM
JAHHBIM, pe3yJbTaTaMHU KOTOPOTO MOTYT CTaTh YHUUYTOXXEHUE, H3MEHEHUE,
O0JIOKMpOBaHKE, KOMUPOBAHUE, PACTIPOCTPAHEHNE MIEPCOHATIBHBIX JAHHBIX, a TAKXKE WHBIX
HECAaHKIIMOHUPOBAHHBIX JICCTBUU.

1.7. 3amure mOUIeKaT TIEpCOHAJIbHbIE JaHHBbIE, YyKa3zaHHble B Ilepeune
NepCcoHANbHBIX JaHHBIX, 0OpabaTbiBaeMbix B Bousorojckoil ropoackoit J[yme B cBs3u
C peanu3anuel CiyxeOHbIX (TPYAOBBIX) OTHOIIEGHHWM, a TakXke B CBA3U

C OCYIIECTBIIEHUEM MYHUIIUTAIBHBIX (DYHKIIHIA.


https://login.consultant.ru/link/?req=doc&base=LAW&n=500102&dst=100235
https://login.consultant.ru/link/?req=doc&base=LAW&n=99662&dst=100028

1.8. TpeGoBanust HacTosiel [1oauTHKY pacIpoOCTPaHsIOTCS Ha BCEX COTPYAHUKOB
Bonoroackoii ropoackoit  Jympl W paOOTHUKOB, BBINOJHSAIOMUX pabOTHl WM

OKa3bIBAKIIUX YCIyru Bomoroackou ropoackoi Jlyme mo norosopy.

2. TpeboBaHus K CUCTEME 3aIUTHI IEPCOHATBHBIX JaHHBIX

2.1. Cucrema 3alIUThl NEPCOHANBHBIX JAHHBIX CTPOUTCSI HAa OCHOBaHUU
CIEAYIOINX JOKYMEHTOB:

- [lepeunst mepcoHaNbHBIX TaHHBIX, 00padaThIBaeMbIX B Bomoroackoi ropoackoi
Jlyme B CBSi3U ¢ peanu3anueil CiykeOHbIX (TPYIOBBIX) OTHOIICHHM, a TakKe B CBS3U
C OCYIIECTBIICHHEM MYHHUITUTAIBHBIX ()YHKIIHIA,

- AKTa omnpeaeneHus YpPOBHS 3allMIIEHHOCTH WH(GOPMALMOHHON CHUCTEMBI
MEPCOHAJIbHBIX NaHHBIX Bonoroackoiut ropoackou Jlymer;

- UYactHoit Mozenu yrpo3 0€30IaCHOCTH IEPCOHAJBHBIX JaHHBIX IpHU
ux o00paboTke B MHGOPMALMOHHOW CHCTEME MEepPCOHAIbHBIX JAaHHBIX Bonoroackoi
ropoackou Jlymsr;

- TlonoxxeHnuss 0 pa3rpaHUYeHHH TMpaB JIOCTyla K oOpabdaThiBaeMbIM
NEPCOHANBHBIM JAaHHBIM B HWH(POPMAIMOHHOW CHCTEME IEePCOHAIBHBIX JaHHBIX
Bonoroackou ropoackou ymsi;

- gnokyMmeHToB ®enepasbHON CchoyKObl MO TEXHHUYECKOMY U 3KCIOPTHOMY
koHTpoJto U DenepanbHOi ciyx0b1 6e3omacHocTu Poccuiickoit deneparu.

2.2. B HCIIJlH Ha OCHOBaHWM aHaJIM3a aKTYyaJbHBIX YIpO3 OE30MacCHOCTH
NEePCOHAIBHBIX JaHHBIX JIOJDKHBI OBITh  ONpPENENEHbl THUI aKTyalbHBIX YyIpo3
U HEOOXOJUMBIM YpPOBEHb 3alllMIIEHHOCTH, COCTaBIIEH CIUCOK HCHOJIb3YEMBbIX
TEXHUYECKHX CPEJICTB 3aIUMUTHI, a TAKXKE MPOrPaMMHOI0 OOECIEUYEHHUs], YUaCTBYIOILErO
B 00paboTKe MepcoHaNbHbIX JaHHBIX Ha Bcex aneMmenTax MCII/IH, B ToM yucre:

- Ha APM nun, ocymecteistomux padory B UCIH;

- Ha cepBepax MPUII0KECHUM;

- B CHCTEMax yIpaBJeHUsl 0a3aMu JaHHBIX;

- B rpanunax JIBC;

- TI0 KaHaJlaM TiepeJadyud B CETH OOIIEro MoJb30BaHUA U (WIIH) MEXIYHAPOIHOTO

O6MeHa, CCJIM I10 HUM IICPCAAr0TCsA IICPCOHAIIBHBIC JaHHBIC.
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2.3. B 3aBucumoctu ot ypoBHs 3amuuieHHoctd MCII[IH u Tuna akTyaiabHbBIX
yIpO3 CUCTEMa 3alIUThl IEPCOHANIBHBIX TAHHBIX MOKET BKIIIOUATh:

2.3.1. TexHuueckue cpeacTBa:

- aHTUBUPYCHBIE CPEACTBA ISl pabOUYMX CTAHIUH JIUI, OCYIIECTBISIOMUX paboTy
B UCII/IH, u cepBepoB;

- CpeICTBa MEKCETEBOI'0 SKPAHUPOBAHHUS.

2.3.2. OyHKIMK 3anIUThl, 00ECIIeYnBaeMbIe ITATHBIMUA CPEIACTBAMU O0OpabOTKHU
MEPCOHAIBHBIX JIAHHBIX OINEPAIMOHHBIMU CHCTEMaMH, MPUKIAJAHBIM TPOTrPaAMMHBIM
obecrie4yeHreM U CIEeUATbHBIMA KOMILUIEKCAMH, PEATH3YIOIIMMHE CIICIYIOIINE CPEJCTBA
3aIlUTHI:

- yOpaBlIeHHE W pa3rpaHUuEHHE [OCTyla JIUI, OCYHIECTBISIOMUX padoTy
B HCII[IH (BO3MOXHOCTH JOCTYNa TOJBKO K TEM anlapaTHbIM, MPOrpPaMMHBIM
u uHpopmannoHHeIM pecypcam MCIIIH 1 BBIMOIHEHHUS TOJIBKO TEX ONEPALM C HUMH,
KOTOpble HEOOXOJIUMbI KOHKpETHbIM moib3oBatessiMm MCIIH st BbIOTHEHUST CBOMX
CITy>KeOHBIX 00s3aHHOCTEN);

- perucTpanus 1 y4eT AeUcTBUi ¢ nH(popMaIue;

- obecrieueHure EeTOCTHOCTH JAaHHBIX;

- OOHapyKEeHHE BTOPKEHUM.

2.4. CpexacrtBa 3amuThl, yKa3aHHble B mnoamyHkrax 2.3.1, 2.3.2 nynkra 2.3
HacTosmed [loauTuku, oTpaxkaloTcs B MyHULMIIAILHOM IpaBoBoM akte [Ipencemarens
Bomnoroackoii ropoackoit Jymbl 00 oOecrieueHUMH 3alllUThl TMEPCOHATBHBIX JaHHBIX
B UCII/IH.

2.5. B HUCII[JH peanu3ytorcss Mepbl 10 oOecredeHutr0 0e3011aCHOCTH
NEPCOHANBHBIX JaHHBIX, COCTaB M COJIEP)KAHHE KOTOPBIX OMPENEICHbl B MPUIIOKEHUU
K Hactosmient [lonutuke.

2.6. Mepsl o obecriedueHr0 0€30MaCHOCTH MEPCOHAIBHBIX JIAHHBIX MPHU3BAHbI
o0ecreynTs:

- KOH(UIEHIIMATBHOCTh MHpOpMaNuu (0053aTeIbHOE I BBITIOJTHEHUS JIUIIOM,
MOJIYYUBILKM JIOCTYII K OIpeaeaeHHol nHdopManuu, TpeboBaHle HE MepeIaBaTh TaKylo
uH(GOPMAIIUIO TPETHUM JIHIIAM 03 coriiacus ee o0namarens);

- IEIOCTHOCTH MH(pOpMaLK (COCTOSIHUE UH(DOPMAIH, IPU KOTOPOM OTCYTCTBYET
ar060e ee M3MEHEHHe JMOO HW3MEHEHHE OCYIIECTBISIETCS TOJBKO IMpeIHaMEPEHHO

cyOBbeKTaMy, UMEIOIIMMHU Ha HETo MpaBo);



- JOCTYMHOCTh HH(pOpMaluu (BO3MOXKHOCTh peallh3alii OecnpensTCTBEHHOIO
noctyna K uHpopManuu CyobeKTOB, UMEIOIINX HA ATO HAJ[ICKAITUE TTIOTHOMOYHS).

2.7. PackpbITHe TPHUHIMIIOB MOCTPOCHHUS CHUCTEMbl 0€30MaCHOCTH MEePCOHAIBbHBIX
JTAHHBIX:

- KOMIUIEKCHOCTh — MPEANOJaraeT COINIACOBAHHOE IMPUMEHEHHE Pa3HOPOIHBIX
CPEACTB TMpPU TOCTPOEHUU UEITOCTHOM CHUCTEMBI 3allUThl, MEPEKPBHIBAIOIICH BCE
CYIIIECTBEHHBIC (3HAYMMBIC) KaHAJBI PealU3allii YIpo3 U HE CoAepkKaliel ciadbiX MECT
Ha CTBIKaX OTJIEJIbHBIX €€ KOMIIOHEHTOB;

- HENPEPBIBHOCTh — LEJICHANPABICHHBIN MPOLECC, MPEANOIAraliuil IPUHATHE
COOTBETCTBYIOIIMX Mep Ha Bcex dTtamax Iukia gynknuonupoanus MCIIa. UCIIOa
JIOJ>KHA HAaXOOUTHCS B 3AlMIICHHOM COCTOSHUM HAa NPOTSIKEHHH BCETO BPEMEHH
ee (QYHKIIMOHUPOBaHUS. B COOTBETCTBUM C ATHUM MNPUHIUIIOM JIOJDKHBI MPUHUMATHCS
Mepsl 110 HeponyueHuto nepexona MCII/IH B He3alMILIEHHOE COCTOSIHUE;

- CBOEBPEMEHHOCTh — IPEJIIOJIaraeT yNpexAarolnil XapakTep Mep o0ecrieueHus
0€30MaCHOCTH TEPCOHANBbHBIX JAHHBIX, TO €CTh MOCTAHOBKY 3aJad MO KOMILJIEKCHOM
zamute UCIT/{H u peanuzanuio Mep obecrniedueHrs 0€30MacHOCTH MePCOHATBHBIX JaHHBIX
Ha paHHUX cTaausax pa3padotku MCII/IH B 11e710M U €€ CUCTEMBI 3aluThl HHGOpMAIUU
B YaCTHOCTH;

- TIPEEMCTBEHHOCTb M HENPEPBIBHOCTh COBEPILICHCTBOBAHUS — MPEANOIAraroT
MOCTOSIHHOE COBEPIICHCTBOBAHME MEpP M CPEACTB 3allUThl MHPOpPMAIMM Ha OCHOBE
MIPEEMCTBEHHOCTH OPTaHU3alMOHHBIX W TEXHUYECKUX PEIICHUN, KaJpOBOr0 COCTaBa,
ananmu3a ¢yakuuonupoBanus MCIIIH u ee cucTeMbl 3alMTHl ¢ YYETOM H3MEHEHUU
B METOJ/IaX W CPEJICTBAX MepexnBaTa MHGOPMAIUHU, HOPMATUBHBIX TPEOOBAHUH 1O 3alIUTE,
JOCTUTHYTOT'O OT€UECTBEHHOTO U 3apYOEKHOI'0 OMbITA B ATOW 00J1aCTH;

- IEPCOHANIbHASA OTBETCTBEHHOCTh — IPEIIOIAracT BO3JIOKEHUE OTBETCTBEHHOCTH
3a oOecrieyeHre O€30MacHOCTU IEPCOHANBHBIX JAHHBIX U CHUCTEMbl UX 00paboTKu
Ha KaXJOro COTpPYyJIHHMKA B IpeJenax €ro IOJHOMOYMi. B cOoOoTBEeTCTBUM € 3TUM
MNPUHIUIIOM pacHpeiesieHue MpaB U O0O0SI3aHHOCTEM COTPYAHUKOB CTPOUTCS TaKuM
o0pa3om, 4TOOBI B Cilydae JiIt0OOro HapylleHHs KPYr OTBETCTBEHHBIX JIMI[ ObUI YETKO
OIpelEIIsieM;

- TMOKOCTh CHCTEMbI 3aIUThl — MPUHSATHIE MEPHl U YCTAHOBJICHHBIE CPE/ICTBA
3aIUThI, OCOOCHHO B HAYaJbHBIA MEPHUOJ MX JKCIUTyaTallid, MOTYT OOECIeunBaTh Kak

quSMepHBIﬁ, TaK U HEJOCTAaTOYHBIN YPOBCHb 3allIUTHI. I[J'I}I oOecnedYeHnsT BO3MOKHOCTH



BapbUPOBAaHUSA YPOBHEM 3allMIIEHHOCTH CPEJCTBA 3alllUThl JOJDKHBI  00JIaaTh
omnpenieeHHON ruOKOCThI0. OCOOEHHO Ba)KHBIM 3TO CBOMCTBO SIBJISIETCA B TE€X CIydasX,
KOIJla YCTAHOBKY CpPEACTB 3allUThl HEOOXOJUMO OCYHIECTBIISTH Ha pabOTaIOLIYIO
CUCTEMY, HE HapyIIasl mporecca ee HOpMaabHOTO (PYHKITMOHUPOBAHUS;

- OTKpBITOCTh aJNTOPUTMOB M MEXAaHM3MOB 3alllMThl — 3allUTa He JO0JKHA
o0ecreynBaThCsl TOIBKO 32 CUET CEKPETHOCTU CTPYKTYPHOUM OpraHU3alliy U aJrOPUTMOB
(GYHKITMOHUPOBAHUSL €€ TIOJICUCTEM. 3HAaHWE AITOPUTMOB PAOOTBI CHUCTEMBI 3aIUTHI
HE JIOJDKHO /1aBaTh BO3MOKHOCTH €€ Mpeo10JieHus (Aaxke pazpaboTunkam);

- IPOCTOTA MPUMEHEHHUS CPEJCTB 3AIUTHl — MEXaHU3MBbI 3aIUTHI JOKHBI OBITH
UHTYUTUBHO TIOHATHBI M TMPOCTHl B HCIOJIb30BaHUU. [IpuMeHeHUEe CpeiCTB 3aIMUThI
HE JIOJDKHO OBITh CBSI3aHO CO 3HAHUEM CHEIHUATIbHBIX S3bIKOB WM C BBIIOJIHEHUEM
NeHCcTBUM, TPeOYIOUIMX 3HAYUTENbHBIX JIOMOJHUTENbHBIX TPYA03aTpaT MpPU OOBIYHOU
paboTe 3aperuCTpUPOBAHHBIX YCTAHOBJIEHHBIM TOPSIKOM TIOJb30BaTeNe, a Takke
HE JIOJDKHO TpeOOBaTh OT MOJIb30BATENsl BBIMOJHEHHUS PYTHHHBIX MAJIONOHSATHBIX €MY
ornepanuii (BBOJ HECKOJIBKUX Maposieil U UMEH U T.1.);

- Hay4yHasi 00OOCHOBAHHOCTh M TEXHHUYECKAs] PEATM3yeMOCTh — HH(POPMAIMOHHBIC
TEXHOJIOTUH, TEXHUYECKHUE M TMPOTrpaMMHBIE CPEACTBA, CPEICTBA W MEpPbl 3alIUTHI
uH(GOPMAIMK JOJDKHBI OBITh PEalM30BaHbl Ha COBPEMEHHOM YpPOBHE Pa3BUTHS HAyKU
U TEXHUKH, HaydHO OOOCHOBAaHBI C TOYKHU 3PEHUS JOCTHXKEHHUS 3a/laHHOTO YPOBHS
0€30MacHOCTH HMH(POpPMAIMM M JIOJDKHBI COOTBETCTBOBATH YCTAaHOBJIEHHBIM HOpMam
1 TpeOOBaHUAM 10 O€30MACHOCTH IEPCOHANIBHBIX JAHHBIX;

- 00513aTeNbHOCTh KOHTPOJIS — Mpe/oiaraeT 00s3aTeIbHOCTh U CBOEBPEMEHHOCTh
BBISIBIICHUSI U MPECEUYCHUS] MOMBITOK HAPYIICHUS YCTAHOBIICHHBIX MPAaBUJI OOECIICUCHUs
0e30MacHOCTU TMEPCOHATIBHBIX JAHHBIX Ha OCHOBE HCIIOJIb3YeMbIX CHUCTEM M CPEICTB
3amuThl  MHGOPMAIMA TIPU COBEPIICHCTBOBAHWHM KPUTEPUEB W METOAOB OIICHKHU
3h(PEeKTUBHOCTH ITUX CHUCTEM U cpeAcTB. KOHTpoib 3a AeATeTbHOCTHIO JIIOOOTO JIWIIA,
ocymectBistoniero padory B MCII/H, kaxaoro cpeacTtBa 3aliMThl U B OTHOIICHUU
T000r0 00BEKTa 3alIUTHl JOJKEH OCYIIECTBISATHCS HAa OCHOBE NMPUMEHEHUsS CPEIICTB
OTMEPaTUBHOTO  KOHTPOJSI M pPETUCTpAllUM HW  JIOJDKEH  OXBaThlBaTh  Kak
HECAaHKIIMOHUPOBAHHBIE, TAK U CAHKIIMOHUPOBAHHBIE JIEUCTBUS MOJIb30BATEIEH.

2.8. Koutponb 3¢(HheKTUBHOCTH CUCTEMBI 3aITUThHI IEPCOHATBHBIX TaHHBIX JOJDKEH
OCYIIECTBIISIETCSI HA Tepuoanyeckoil ocHoBe. llenpto KoHTponst 3PPEKTUBHOCTH

ABJIICTCA CBOCBPCMCHHOC BLIABJICHUC HCHAIJICKAIIUX PCKHUMOB pa6OTBI CHUCTCMbI



3alUTHl TIEPCOHAJIBHBIX JTAHHBIX (OTKIIOUCHHE CPECTB 3allUThI, HAPYIICHUE PEKUMOB
3alllUThl, HECAHKUIMOHUPOBAHHOE W3MEHEHHME peXHMa 3allluThl M T.I.), a TaKKe
MIPOTHO3UPOBAHUE U TPEBEHTUBHOE pPEarMpOBaHME HAa HOBBIC YIPO3bl OE30MACHOCTH
MIEPCOHAIIBHBIX JAHHBIX.

KoHTpons MoxeT NmpoBOAWTHECSA Kak aamMuHucTtpatopoM OeszomacHoctn MCII/IH
(omepaTUBHBIM KOHTPOJIb B Tporecce nHpopmamnronHoro 3aumoneictsus B UCIIIn),
TaK U MPUBJIECKAEMBIMH JUISI 3TOM LEIW KOMIIETEHTHBIMH OPTraHU3aLUsMH, UMEIOIIUMU
JUIEH3UI0O Ha JTOT BHUJ JCATEIBHOCTH, a Takke DeaepalibHON  CIIyX)O0i
10 TEXHHUYECKOMY M 3KCHOPTHOMY KOHTpoiio u denepanbHOi ciayx00ii Oe3omacHoCTH
Poccuiickont @enepaunu B npeaeaax ux KOMIETCHIUH.

Kontponb MoxkeT ocyiiecTBIAThCs agmMuHucTparopom OesonacHoctu MCIT/IH kak
C TIOMONIBIO IITATHBIX CPEACTB CHUCTEMbl 3aIlUThl TMEPCOHAIBHBIX JAaHHBIX, TaK

H C IIOMOIIBIO CIICHUAJIBHBIX ITPOTPAMMHLIX CPCACTB KOHTPOJIA.

3. Jluua, ocymectistontue padory B UCIIIu

3.1. B UCII/ln Bosoroackoi ropoackoi J[ymMbl MOXHO BBIJICIIUTH CJEAYIOIINE
TPYIIIBI UL, YIaCTBYIOIIHUX B 00pabOTKe U XpaHEHUU NIEPCOHATBHBIX TaHHBIX:

- anmunucTpatop UCIIH;

- anmuHHUCTpaTop 6e3onacnoctu UCIIH;

- nonw3oBatens UCII{n (onepatop APM);

- IMUHHUCTPATOP CETH.

JlanHble O Tpynmax I, YPOBHE WX JOCTyNa M MHGOPMUPOBAHHOCTU JIOJIKHBI
ObITh OTpakeHbl B [lojokeHuM O pa3rpaHMYeHMM IpaB JocTyna K oOpabaTbiBaeMbIM
NEPCOHANBHBIM JAaHHBIM B HWH(GOPMAIIMOHHOW CHCTEME TMEPCOHAIBHBIX JaHHBIX
Bonoroackoi ropoackoi JlyMmsl.

3.2.  Anmunuctparopom WCII[In saBasiercs corpyaHuk otaena Otaena
aBTOMaTH3alUU 151 MaTepHATbHO-TEXHUYECKOTO obecrieueHust VYnpasnenus
no oOecreyeHUIo aesTenbHOCTH Bosoroackoi ropoackoil J{ymbl, OTBETCTBEHHBIN
3a HacTpoiky, BHeapeHue u comnpoBoxiaenne WCIIJIH, koTopslii oOecrieynBaer
dbyHkmoHrpoBaHue cucreMbl ympapieHuss nocrynomMm B HCII/In u ynomHomoueH
OCYLIECTBIISITh IPEJOCTABIEHUE W pa3rpaHuuyeHue paoctyna mnoiszoBarens WCIIIx

(omepaTtopa APM) k aieMeHTaM, XpaHsIIUM IepCOHAIbHBIC TAHHBIE.



Anmunuctparop UCI/IH:

- oOmamaet moaHOW WHpOpManeld 0 CHCTEMHOM W NMPHUKIAJTHOM IMPOTPAMMHOM
ooecnieuennu MCII/H;

- obnanaer monHON MH(OpPMAaLKEHd O TEXHUYECKHX CPEACTBAX M KOH(MUTYpaluuu
NCTIdH;

- UMEeT JOCTyH KO BCEM TEXHHYECKHM CpEACTBaM 00paboTKu WH(pOpMaLUU
u nanabeiM UCITH;

- oOnamaer mnpaBaMH KOH(QUTYPUPOBAHMS W AJIMUHUCTPATHUBHOW HACTPOMKHU
texHuueckux cpencts UCIIH.

3.3. Anmunuctpatopom Oe3omacHoctu WCII[H sBhsercs corpyanuk Otnena
aBTOMaTH3alUuU u MaTepuaIbHO-TEXHUUYECKOTO oOecrieueHus VYnpasieHus
no oOecreyeHuto aesTenbHOCTH Bosoroackoir ropoackoil Jymbl, OTBETCTBEHHBIN
3a  (yHKuMOHUpOBaHME cucCTeMbl yhpasieHus goctynom B WCII[IH, BkIouas
o0CIy)KMBaHME W HACTPOMKY aJAMUHHCTPATUBHOM, CEPBEPHOM M  KIMEHTCKOU
COCTaBJISOIIHX.

Anmunuctparop 6e3onacioctu UCIAH:

- OCYILECTBISIET HACTPOUKY CPEJICTB KpUINITOTpadUyecKoi 3auuTsl HHpOpMaIH,
MEXCETEBBIX 3KPAHOB U CHUCTEM OOHApYXKEHHUS aTaKk, B COOTBETCTBUU C KOTOPBIMU
nonp3oBarens MCII[n (omepatop APM) mony4aeT BO3MOXKHOCTH paboTaTh
¢ anementamu UCII/H;

- OCYILECTBIISET ayJUT CPEJCTB 3aLUThI IEPCOHAIBHBIX JaHHBIX;

- obecrieunBaeT 0€30MMAaCHOCTh B3aUMOJEUCTBHs ceTu Boioroackoil ropojackoi
JlyMBI ¢ ceTaMu APYruX OpraHu3anuii (B ciiydae OCyIIECTBICHUS B3aUMOICHCTBUS);

- obmagaer npaBamu Anmunuctparopa MCII/IH, ykazaHHbIMH B MOANYHKTE 3.2
nyHkTa 3 Hactosuen [lonutuku;

- obnamaer nmomHo# uHpopmarmeint 06 MCII/IH;

- WMeeT JOCTyHn K CpeacTBaM 3aluThl HMHGPOpPMALMU, MPOTOKOIUPOBAHUS
1 K KiroueBbIM 35iemeHTam VCITJIH.

3.4. TlonszoBatenem MWCII[Iln (omepatropom APM) sBiseTcs COTpPYIHHUK
Bonoroackoii ropoxackoit Jlymel, ocymmecTBiIsiromumid 00padoTKy MepCOHANBHBIX TaHHBIX,
YIIOJHOMOYEHHBIH Ha 00pabOTKy NEepCOHAJIbHBIX JAaHHBIX, KOTOpas BKIIOYAET

BO3MOKHOCTb ITPOCMOTpPaA MEPCOHAJIIbHBIX JTaHHBbIX, py‘-IHOI\/’I BBOJI ICPCOHAJIBHBIX JTaHHBIX



B cucremy UCII/IH, dopmMupoBaHue CIpaBOK U OTYETOB MO MH(POPMAIUU, TOTYYEHHON
B UCII/H.

[TonwzoBarens UCII/IH (onepatop APM):

- o0Omamaer BceMH HEOOXOJAMMBIMU CBEIACHHUSMHU (HAampuMep, Mapojem),
o0ecreynBaroMMU JOCTYH K 00pabaThIBa€MbIM UM MEPCOHAIBHBIM JaHHBIM;

- pacrnonaraeT KoH(QUICHIIMAIbHBIMUA JAHHBIMH, K KOTOPBIM UMEET JTOCTYII,

- HE HMEET MOJHOMOYMM JUJIs YNPAaBJICHHS CUCTEMOW 3allUThl MEPCOHAIBHBIX
JTAHHBIX.

3.5. AnmunHucTtparopom cetu Bonoroackoit ropoackoit Jymbl sBisieTcs
cotpyaauk Otmena aBTOMaTH3allid W MAaTEPUATbBHO-TEXHUYECKOTO OOecTeYeHUs
VYropasnenuss 1o oOecredeHuro JAesTeNbHOCTH Bomoroackoit ropoackoit  Jymsi,
OTBETCTBEHHBIN 32 (YHKIIMOHUPOBaHKE ceTH Booroackoit ropoackoit Jlymer.

AJIMUHUCTPATOP CETH:

- obmamaer wuH(poOpManMeil O CHCTEMHOM U MPUKIAAHOM MPOTrPAMMHOM
o6ecneuecnnu MCIIH;

- obnagaeT uHQopMaIen o TeXHHUeCKuX cpeactax u koHpuryparuu UCIH;

- UMeeT (PU3HUECKHM JOCTYN K TEXHUYECKUM cpeAcTBaM 00paboTku MHGOpMaluu
u cpeactBaM 3auThl nHopmanuu B UCI/IH.

3.6. O0s3aHHOCTH JIWII, YKa3aHHBIX B MyHKTax 3.2-3.5, omucaHbl B CIEIYIOIINX
JOKYMEHTax:

- HWucTpykumst agMUHUCTpaTopa HWHPOPMAIMOHHOW CHUCTEMBl IEPCOHAIBHBIX
JIaHHbIX Bosoroackou ropoackou {ymsr;

- WHcTpykuus anMuHHCTpatopa O0€30macHOCTH WH(OOPMAIMOHHON CHUCTEMBI
IIEPCOHAIIBHBIX JAaHHBIX Bosioroackoi ropoackon JJymsr;

- MWucTpykumsi monb3oBarenss HHPOPMAIMOHHOW CHCTEMOW IEPCOHAIBHBIX

JNaHHBIX Bosoroackoil ropoackoi /{ymsl.

4. TpeboBaHus 110 OOECIICYSHHIO 3aITUTHI IEPCOHATBHBIX JTAHHBIX

4.1. CorpynHuku Bomoroackoil ropojackoi Jlymbl, OCyHIECTBIISIOLIME pPabOTy
B VICII/IH, TOJOKHBI BBITOJTHATH TPeOOBaHUS TOJIOKEHUN 3aKOHOAATeNbCTBA Poccuiickoit
Odenepaliii 0 NEPCOHAIBHBIX JAHHBIX, B TOM 4YHUCJIE TpeOOBaHUS K 3allUTe

MNCPCOHAJIBHBIX HNAHHbIX, MYHHUIHIIAJIBHBIX IIPABOBBIX 4KTOB IIO BOIIpOCaAM 06pa60TKI/I
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U 3allUThl NEPCOHANBHBIX JAaHHBIX U JIOKYMEHTOB, YCTAaHaBIMBAIOIIMX OOS3aHHOCTH
COTPYIHHKOB IO COONIONEHUIO TpeOOBaHMU KOH(PHUACHIIMAIBHOCTH U 0€30MacHOCTH
NIEPCOHAIBHBIX JTAHHBIX.

4.2. Tlpm npueme Ha paboty coTpyaHuk Bomoroackoii rtopojckoi J{ymsr
IIPOXOAUT O3HAKOMJICHHE:

- ¢ MYHUIMNAJIbHBIMU MPABOBBIMU AaKTaMH IO BOMpocaM OOpabOTKH M 3alUThI
NEPCOHATBHBIX  JaHHBIX M  JOKYMEHTaMHM, YCTAHABIMBAIOUIMMH  OOS3aHHOCTU
COTPYIHUKOB MO COOJIIOICHHUIO TpeOoBaHUI KOHPUIACHIMAIBHOCTH U 0€30MacHOCTU
NEPCOHANBHBIX JAaHHBIX, — Yy JIMIA, OTBETCTBEHHOI'O 3a OpraHu3aluio 00paboTKU
MEPCOHANIBHBIX JAHHBIX B Bonoroackoit ropoackoit Jlyme;

- ¢ nHpopMaruel 0 caHKUMOHHPOBaHHOM ucnonbs3oBanuu WCII/Ix — y mnwma,
OTBETCTBEHHOI'O0  3a  ol0ecrieueHHMe  O€30IIaCHOCTH  NEPCOHANBHBIX  JAHHBIX
B HH(OpPMAIIMOHHOMN cucTeme Bomoroackoit ropoackoit Jlymer.

4.3. CorpynHuku Bomoroackoil ropojckoi Jlymbl, oCylIeCTBIISIONIME pPabOTy
B UCII/IH m wucnonp3yromue TEXHUYECKHE CpEeACTBAa ayTeHTU(UKauuUu (Hampumep,
TokeHbl, USB-xmounm wiam cmapr-KapThl), MODKHBI O0ecreyrMBaTh COXPAHHOCTD
YKa3aHHBIX CPEICTB M HE JONYCKaTh HECAHKIMOHUPOBAHHBIM IOCTYNl K HUM, a TaKXKe
HE JIONyCKaTh BO3MOXHOCTb WX YTEPU WIM HCIOIb30BAHUS TPETHBUMH JIMLAMHU.
[Tonp3oBatenu MCII[In (omepatopsl APM) HecyT NepCOHAIbBHYIO OTBETCTBEHHOCTh
3a COXPAHHOCTb TEXHUYECKUX CPEJCTB ayTeHTU(UKALIUY.

4.4. Corpynnukam Bosoroackoit ropojackoi [[ymbl, OCyIIECTBISIOIUM paboOTy
B UCII/IH, 3anpemiaercs:

- yCTaHaBJIMBATh IIOCTOPOHHEE MPOTPAaMMHOE OOecTieueHre, MOAKII0YATh JINYHBIE
MOOWJIbHBIE YCTPONHCTBA M HOCUTENW HH(MOPMAIMM, a TaKXKe 3alUChlBaThb HAa HHUX
3alIUIAEMYI0 HH(OPMAIIHUIO;

- pasrjamarh 3alUIiaeMyr0 HWH(GOpMAalMIO, KOTOopas cTajla UM HU3BECTHa MpuU
pa6ore B UCII/IH, TpeTbuM JuLaM.

4.5. CorpynHuku Bogoroackoil ropojackoi Jlymbl, OCyHIECTBIISIOIIME pPabOTy
B UCII/IH, 0Os13aHbI:

- CIeOBaTh YCTaHOBJICHHBIM WHCTpyKmmed monb30BaTens HHPOPMAIUOHHON

CUCTEMOU MCPCOHAJIBHBIX JaHHBIX TpC6OBaHI/I${M OpraHu3alun HaPOJIBHOf/'I 3allIHThI;
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- ofecrieyuTh TMpu paboTe C TMEPCOHAIBHBIMU JIaHHBIMH B OTCYTCTBUE
BO3MOXXHOCTH IPOCMOTpPA IMEPCOHAIBHBIX JAHHBIX TPETBUMH JIMLIIAMH C MOHUTOPOB
APM;

- HEMEUICHHO COOOIIAaTh JIHILY, OTBETCTBEHHOMY 3a oOecrieueHue 0e30macHOCTH
MEPCOHAIBHBIX JTAHHBIX B MH(POpMAIMOHHOW cucTteMe Bosoroackoi ropoackoit Jlymsl,
000 Bcex HAOMIOJAaEMBIX WM MOJO3PUTENbHBIX ciaydasx paborsr MCIIJIH, morymmx
IOBJIEYb 332 COOOW yrpo3bl O€30MaCHOCTHM NEPCOHAIBHBIM JaHHBIM, a TaKKe
O BBISIBIIGHHBIX COOBITHSIX, 3aTPAarMBalOMX 0€30MaCHOCTh IEPCOHANBHBIX JaHHBIX.

4.6. CorpynHuku Bogoroackoil ropojckoit Jlymbl, OCyHIECTBIISIIOIIME pPabOTy
B UCII[IH, npu Hanmuuuu yrpo3 0€30MaCHOCTH MEPCOHATBHBIX JAAHHBIX JOJKHBI OBITh
IpOMH(POPMHUPOBAHBI 00 ITOM JIMLIOM, OTBETCTBEHHBIM 3a OOecleyeHHe O0e30macHOCTH

MePCOHANIBHBIX JAaHHBIX B MHPOPMAIMOHHOM cucTeMe Bomoroackoit ropoackoi Jlymel.

5. OTBETCTBEHHOCTb, CBsI3aHHasA ¢ 00pabOTKOMN

Y 3alIUTON nepcoHalbHbIX JaHHbIX B UCIIIH

5.1. B cootBeTcTBHM cO cTaThell 24 DenepanbHoro 3akoHa ot 27 urons 2006 rona
Ne 152-®3 «O mepcoHANBHBIX JAHHBIX» JIMIla, BUHOBHBIE B HApYIIEHUU TpeOOBaHUM
YKa3aHHOTO (peiepaibHOrO 3aKOHa, HECYT MPEeayCMOTPEHHYIO 3aKOHOJATeIbCTBOM
Poccuiickoit ®eaepanyu OTBETCTBEHHOCTb.

5.2. Bunuel mnpeaycMOTpPEHHOM 3akoHOAaTelbcTBOM Poccuiickoit denepanuu
OTBETCTBEHHOCTH 3a HapyuieHue DenepanbHoro 3axkoHa ot 27 wuwons 2006 rona
Ne 152-®3 «O mnepcoHaNbHBIX [aHHBIX» NPUMEHHTEIBHO K OOpabOTKe W 3aIuTe
nepcoHabHbIX JaHHbIX B UCIT/IH:

- aJIMUHHUCTPATUBHAsT OTBETCTBEHHOCTb (B TOM 4YHCJIE€ 3a HapylleHUe
3akoHOJaTenbcTBa  Poccuiickoit @enepanuu B 001acTH  MEPCOHANBHBIX  JAAHHBIX,
HapylIeHHe MpaBui 3allUThl HH(POpPMALMU, HE3aKOHHYIO JAESITEebHOCTh B 00JIacTh
3alUTHl HHPOPMALINN);

- JUCUMIUIMHApHasT  OTBETCTBEHHOCTh (32  pasrjamieHue  pabOTHUKOM
MEPCOHATBHBIX IAHHBIX IPYroro paboTHUKA);

- TpaXK/JaHCKO-TIpaBoBasi (MaTepHalibHas) OTBETCTBEHHOCTh (B BUE BO3MEILECHUS
yiep6a (yObITKOB), BO3HUKIIIETO B CBSI3U C HEMPABOMEPHBIMU JEHCTBUSMU 1O 00pabOTKe

U 3aIIUTEe NTePCOHATBHBIX JJAHHBIX );
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- YrOJIOBHasi OTBETCTBEHHOCTh (HEMPAaBOMEPHBIM JOCTYNl K KOMIIBIOTEPHOU
uHpOpMALIHHN).

5.3. Aamunuctpatop UCIIIn nu Anmunuctparop 6e3onacuoctu MUCIIAH HecyT
OTBETCTBEHHOCTb 3a BCE JICHCTBHUSA, COBEPILICHHBIC OT UMEHU MX YUYETHBIX 3alHUCcedl WUIu
CUCTEMHBIX YYETHBIX 3amuceil, eciau He JoKa3aH (akT HECaHKIMOHHUPOBAHHOTO
UCIIOJIb30BAHMSI YUETHBIX 3aMUCEH.

54. Ilpu mnapywenusx mnons3oBaressimu HWCIIIn (omeparopamu APM)
TpeOoBaHUM, CBA3aHHBIX C 00pabOTKOW M 3amuToi MepcoHanbHBIX AaHHBIX B MCII/IH,
OHM HECYT OTBETCTBEHHOCTb, YCTAaHOBJIICHHYIO 3aKOHOJATENbCTBOM Poccuiickon
denepalvy U yKa3aHHYIO B MyHKTE 5.2 HacTosmen [lomutuku.

5.5. B monoxeHusXx O CTPYKTYPHBIX NOApa3JelieHUsX amnmapara Bomoroackoi
ropojackoit Jlymbl, OCyIIeCTBISIONIUX 00paObOTKy mepcoHalnbHbIX aaHHBIX B MCII/IH,
U JOJDKHOCTHBIX MHCTPYKLUAX COTPYAHUKOB Bosoronckoil ropoackon Jlymbl JOJIKHBI
ObITh  OTpaK€HBI OOS3aHHOCTH COTPYAHHUKOB 1O COOMIOACHHWIO TpeOOBaHUH,
YCTAHOBJIEHHBIX 3aKOHOJATEIbCTBOM O MEPCOHANBHBIX JaHHBIX, MPABOBBIX AKTOB
paboromarenss mo oOecnedeHui0 O€30MacHOCTH MEPCOHANBHBIX JAHHBIX MpH  HUX

obpabotke B UCII/IH.



[Ipunoxxenne

K Ilonmutuke

nH(POPMAIIMOHHON 0€30MacCHOCTH
Bonoroackou ropoackon Jymsl

CocraB u cozepxanue
Mep 1o o0ecredeHno 0e30MacHOCTH ePCOHATbHBIX TaHHBIX,
MOJUIS)KAIINX PeaTN3alui B UHPOPMAIIMOHHOM CUCTEME
Bomoroackou ropoackon [{ymsl

No Coneprxanue Mep 1Mo o0ecrieueHnI0 0€30MacCHOCTH MEPCOHATBHBIX JTaHHBIX,
n/m MOJITISKAIIUX peann3aiui B UHHOPMAIIMOHHOHN CHCTEMe
Bonoroackou ropoackon Jymsl
1. Unentndukanus u ayreHTUPUKALKA CYOBEKTOB JOCTYIIAa U OOBEKTOB J0CTYIIA

1.1. |Unentudukanus u ayTeHTU(DUKAIUS TIOJIb30BATENEH, SABISIONUXCS paOOTHUKAMU
Bonoroackou ropoackon Jymsl

1.2. |YopaBnenue wuaeHTUUKATOpaMH, B TOM YHCIE CO3/IaHHE, IPUCBOCHUE,
YHUUTOKEHHUE UIEHTU(UKATOPOB

1.3. |YmpaBienue cpeicTBaMu ayTeHTHU(UKAIMK, B TOM 4YHUCJIE XpaHEHHE, BbIJauya,
WHUIMAIN3aus, OJIOKUPOBAaHUE CPEJCTB ayTeHTH(PUKALUU U TPUHATHE MEP
B CJIy4ae yTpaThl U (WJIM) KOMIIPOMETAIIUHN CPEJCTB ayTeHTU(DUKAITUN

1.4. |3ammTa 0O6paTHOI CBSI3M MPHU BBOJIE ayTEHTH(PUKAIIMOHHONW HH(POPMAIIH

1.5. |Unentudukamuss w  ayTeHTHUKANUS  TOJIB30BaTENeH, HE  SBISIOMIUXCS
pabotHukamu Bomoroackoii ropojackoii Jlymbl (BHEITHUX TOJIb30BaTEIIEH )

2. YupaBieHHe JOCTYIIOM CYObEKTOB JIOCTYIa K 00bEKTaM J10CTYIIa

2.1. |Ynpasnenue (3aBeeHUE, aKTUBALKA, OJIOKUPOBAHUE M YHHUYTOXKEHHUE) YUETHBIMU
3aMUCSIMU MOJIb30BATEIICH, B TOM YUCIIE BHEUIHUX MOJIb30BaTEIECH

2.2. |Peanm3anusi HEOOXOAMMBIX METOAOB (JIMCKPEIIMOHHBIN, MAaHIATHBIN, POJIEBON HITN
WHOM METOJ), TUINOB (YTE€HHE, 3alUCh, BBHINOJHEHHE WM WHON THUI) U MPaBUI
pasrpaHUyeHus A0CTyma

2.3. |YmpaBnenue  (dunpTpainus, — MapHipyTH3alus,  KOHTPOJb  COEAWMHEHUH,
OJIHOHAMpAaBJIEHHAs Mepeavya U UHbIE CIIOCOObI YIpaBlieHUs1) UHPOPMAITMOHHBIMU
MOTOKAMH MEXKy YCTPOHCTBAMHU, CETMEHTaMH HH(OPMAITMOHHON CUCTEMBI

2.4. |Pa3nenenne mosHOMOYME (poJyieii) TOJB30BATENCH, aJIMUHUCTPATOPOB U JIHII,
obecrnieynBarONX GyHKIIMOHUPOBAHNE HH()OPMALIMOHHON CHCTEMBI

2.5. |OrpannveHne HEYCHENIHBIX TOMBITOK BXOJa B HWHPOPMAIMOHHYIO CHCTEMY
(moctyna k UHPOPMAITMOHHOM CUCTEME)

2.6. |brokupoBaHue ceaHca JocTyna B WH(DOPMAIMOHHYIO CHCTEMY TIOCIE

YCTaHOBJIEHHOTO BpeMeHH 0e3/1eiCcTBHs (HEAKTUBHOCTH) MOJIb30BATEIIS UITU TI0 €T0
3anpocy




2.7.

Pa3pemenue (3amper) NercTBUI 10JIb30BaTeeH, pa3peleHHbIX
710 UACHTU(UKALNA U ayTeHTU(DUKAITUN

2.8. |Peanm3anus 3alIUIEHHOTO yIaJeHHOTO JOCTyINa CyOBEKTOB AOCTyNa K 00BhEKTaM
J0CTyTa yepe3 BHEUTHUE HHPOPMAIIMOHHO-TEIIEKOMMYHUKAIIMOHHBIE CETH

2.9. |PernmameHTanusi W KOHTPOJIb WCIOJL30BaHUSA B WH(POPMAIIMOHHON CcHCTEME
TEXHOJIOTUH OECPOBOJIHOIO AOCTYyMa

2.10. | PernamenTanusi ¥ KOHTPOJIb MCIOJb30BaHUA B HH(DOPMAIIMOHHON cHUCTEME
MOOUITBHBIX TEXHUYECKUX CPEJICTB

2.11.|YupaBneHue B3auMOJEHCTBUEM C WH(OPMAIIMOHHBIMU CHUCTEMaMU CTOPOHHHX
opranu3anui (BHEUIHHE WH(OPMAITIOHHBIE CUCTEMBI)

3. OrpannyeHue NporpaMMHON cpebl

3.1. | YopaBneHue  yCTaHOBKOW  (MHCTaUIALMEH) KOMIIOHEHTOB  IPOrPaMMHOIO
oOecrieyeHusi, B TOM YHCIIE OINpeIelieHue KOMIIOHEHTOB, MOJICKAIINX YCTAaHOBKE,
HACTPOWKAa TapaMeTPOB YCTAHOBKH KOMIIOHEHTOB, KOHTPOJIb 3a YCTaHOBKOW
KOMITOHEHTOB [IPOTrPaMMHOT0 00ECTIeUeHUS

3.2. |YcraHoBKa  (MHCTa/UISAIMA)  TOJIBKO  Pa3pelieHHOr0 K  HCIOJIb30BAHHIO
MPOrpaMMHOI0 obecreueHus U (i) ero KOMIOHEHTOB

4. 3amuMTa MalIMHHBIX HOCUTEJIEH MepCOHABHBIX TAHHBIX
4.1. | YdeT MaIMHHBIX HOCUTEJIEH MEPCOHABHBIX TAHHBIX
4.2. | YnpapieHrue JOCTYIOM K MAIIMHHBIM HOCUTENSM TIEPCOHANTBHBIX JIAHHBIX
5. Peructpanus coObiTuii 6€301MacHOCTH

5.1. |Omnpenenenue coObITUIM 0E€30MACHOCTH, MOMJIEKALIUX PETUCTPALUM, U CPOKOB
WX XpaHCHHUS

5.2. |Co6op, 3ammch U XpaHeHHe HHPOPMAIUU O COOBITHSX OE30MACHOCTH B TEUCHUE
YCTaHOBJIEHHOTO BPEMEHH XPAHECHHUSI

5.3. |PearupoBanue Ha cOOM TpHU PETUCTPANMH COOBITHI O€30MAaCHOCTH, B TOM YHCIIE
anmnapaTHble W MpOrpaMMHbIe OIMOKH, cOOM B MexaHU3Max cOopa MHoOpMaluu
U JOCTHKEHUE Tpejieia WU NepenoiHeHus] 00beMa (EMKOCTH) MaMsIT!

5.4. |3ammTa nHGOPMAIUU O COOBITHSAX 6€30MaCHOCTH

6. AHTUBUpPYCHAs 3alUTa
6.1. |Peanuzamusi aHTUBUPYCHOM 3aIUThHI
6.2. |ObHOBNEHUE 0a3bl JAaHHBIX MPU3HAKOB BPEJOHOCHBIX KOMIIBIOTEPHBIX MPOTrpamMm

(BUpYCOB)

7. OGHapykeHHE BTOPKCHHUI




7.1. |O6Hapy>xeHue BTOPKEHUI
8. KonTpomns (aHanu3) 3alMIeHHOCTH TePCOHATBHBIX JaHHBIX

8.1. |BeiBnenue, aHanu3 ysS3BUMOCTeH WH(GOPMALMOHHONW CHUCTEMBI U OIEPAaTHBHOE
yCTpaHEHHE BHOBH BBISBIICHHBIX YSI3BUMOCTEN

8.2. |KonTposnp ycTaHOBKM OOHOBJICHHMH MNPOTPAMMHOTO OOECTEeUeHUs, BKIIOYAs
OOHOBIIEHHE MTPOTPAMMHOTO 00ECTIEYEeHHUsI CPECTB 3AIUTHI HHPOPMAITIH

8.3. |[KonTtponp paboTOCOCOOHOCTH, TMMapaMeTpoOB HACTPOWKA W  TMPaBHIBHOCTH
(GYHKIMOHUPOBAHUS ~ MPOTPAMMHOTO  OOECIIEYeHHsST W CPEACTB  3aIUTHI
nHpopMamu

8.4. | KoHTponb cocTaBa TEXHHUYECKHX CPEACTB, IPOTPAMMHOTO 00ECTIeUeHHS B CPENICTB

3aImuThl HHPOpMaLUH

9. O6ecnieueHue OCIOCTHOCTH HH(i)OpMaHHOHHOfI CUCTCMbI U IICPCOHAJIBHBIX TAHHBIX

9.1. |KoHTpOJIb LIETOCTHOCTH MPOrPAaMMHOTO oOOecleYeHUs, BKJIOYas MpPOrpaMMHOE
oOecrieyeHre CpeACTB 3alIUThl UHPOpMALIUU

9.2. |ObecrieueHne BO3MOXKHOCTH BOCCTAHOBJICHHSI IMPOTPAMMHOrO OOecreueHus,
BKJIIIOYAsl MPOrpaMMHOE OO0ECTeYeHHe CpeACTB 3aluThl WHGOpPMAIUH, TNpU
BO3HUKHOBEHHH HEIITATHBIX CUTYaIlUN

10. ObecrieueHne TOCTYIMHOCTH TIEPCOHAIBHBIX JTAHHBIX

10.1. | Ucniosb30BaHME OTKA30yCTOMUMBBIX TEXHUYECKUX CPEJICTB

10.2. |[KonTponbp  0Ge30TKa3HOro  (PYHKIMOHHUPOBAHUS  TEXHHUYECKHUX  CPEJICTB,
oOHapyXeHHWEe H JIOKaJIHM3aIusi OTKa30B (YHKIIMOHUPOBAHUS, TPUHSATHE MEP
M0 BOCCTAHOBJICHHIO OTKA3aBIIUX CPEACTB U UX TECTUPOBAHUE

11. 3ammTa cpeasl BUPTyaau3aluu

11.1. |nentudukanus u ayTeHTUPUKAUS CYOBEKTOB JOCTYNa M OOBEKTOB IOCTyMa
B BUPTYyaJIbHOW HH(PPACTPYKTYpE, B TOM YHUCIE AAMHUHHCTPATOPOB YIPAaBJICHMUS,
CpelICTBAMU BUPTYyaJIU3aIlU

11.2. | VopaBneHue A0CTYNOM CYOBEKTOB JOCTyNa K 00OBEKTaM JOCTYIa B BUPTYaJIbHOM
UHOPACTPYKTYpE, B TOM UUCIIE BHYTPU BUPTYAIbHBIX MAIIHH

11.3.| Yopasnenue nepeMeIeHueM BUPTYaIbHBIX MaIliH (KOHTEIHEPOB)
1 00pabaThIBaeMbIX HA HUX JJAHHBIX

11.4.|KoHTpOIb IETOCTHOCTH BUPTYAIbHOU HHPPACTPYKTYPHI U €€ KOH(PUTyparuii

11.5.|Peanuzanmss ®  yopaBieHHE AaHTUBUPYCHOM  3allUTOM B  BHUPTYaJIbHOMU
uHppPACTPYKType

12. 3amuTa TEXHUYECKUX CPEJICTB
12.1.|3amura  wHpOpMaIuu,  oOpabaThiBaeMONl  TEXHUYECKHMMH  CpPEJCTBAMH,




OT €C YTCUKHU 10 TCXHUYCCKUM KaHaJIaM

12.2.

KouTpons u ynpapineHue ¢Gu3MYECKUM AOCTYNOM K TEXHMUYECKHM CPEACTBAM,
CpeACTBaM 3alMThl WH(GOPMAINH, CpeACTBaM oOecreueHus (HyHKIMOHUPOBAHUS,
a TakkKe B IIOMELIEHHS, B KOTOPBIX OHHU YCTAHOBJIEHBI, HCKIIIOYAIOLINE
HECAaHKIIMOHUPOBAHHBIM  (PU3WYECKUH  JOCTYym K  CpelacTBaM  00pabOTKH
uHbOpMAIMH, CpPEACTBAM 3alIUThl WHGOPMAIMM M CpEICTBAM 00ecredeHus
GyHKIMOHUPOBAHUS MHPOPMAIIMOHHONW CHUCTEMBI, B MMOMEIIEHHS, B KOTOPBIX OHU
YCTaHOBJIEHBI

12.3.

Pa3memienue yctpoilcTB BbIBOAa (0TOOpa)keHHs) MHGOpMaLMU, HCKIHOYaroliee
€€ HECAHKIIMOHUPOBAHHBIN MPOCMOTP

12.4.

3ammTa OT BHEIIHMX BO3ACHCTBUN (BO3ACUCTBUN OKpYyKarolled Cpempl,
HECTAOWJILHOCTH JJICKTPOCHAOXKEHUS, KOHAWIIMOHUPOBAHWS W WHBIX BHEITHUX
(akTOpOB)

13.3

ammTa nHOOPMAITMOHHON CHCTEMBI, €€ CPECTB, CUCTEM CBSI3U U Mepeadn JaHHBIX

13.1.

ObecrnieueHne 3amIUTHl TEPCOHATBHBIX JAHHBIX OT PACKPBITHSA, MOIU(DUKALUU
¥ HaBs3bIBaHMS (BBOJA JIOKHOW WH(pOpManuu) mpu ee mepemade (IMOATOTOBKE
K Ilepejlaue) 1o KaHajaM CBsI3U, MMEIOIUM BBIXOJ 3a Mpeleibl KOHTPOIUPYEeMOn
30HBI, B TOM 4HCII€ OECIPOBOAHBIM KaHaJIaM CBSI3U

13.2.

HckinroyeHrue BO3MOXKHOCTH OTpHULaHUA  IIOJIB30BATCIICM (baKTa OTITPpAaBKH
MNEPCOHAIBHBIX NAHHBIX APYTrOMY IMOJIB30BATCIIIO

13.3.

HcknrodyeHrue BO3MOXKHOCTHU OTpHULaHUA IIOJb30BATCIIEM (baKTa IIOJIYyUCHUA
MNEPCOHAIBHBIX NAHHBIX OT APYTOro moJb30BaTCIIsd

13.4.

Obecnieuenne 3arpy3Ki U UCMOTHEHHS] TPOTPAMMHOTO 00€CTIEYeHUsI C MAIIMHHBIX
HOCUTENEN NMEPCOHAIBHBIX JAaHHBIX, JOCTYIIHBIX TOJIBKO JUIsI YTEHUS, U KOHTPOJIb
LEJIOCTHOCTH JaHHOT'O IPOTPaMMHOI0 00ecIeueHust

13.5.

BaH_II/ITa 6eCHpOBOI[HI>IX COCHHH@HHﬁ, IMPUMCHACMEBIX B HH(bOpMaHHOHHOﬁ CHUCTEMC

14. BpisiBjIeHME UHIIMJIEHTOB U pearupoBaHue Ha HUX

14.1.

OHpCI[CJ'ICHI/IC JIMI[, OTBCTCTBCHHBIX 34 BBISABJICHUC MHIHUACHTOB WU PEAarupoOBaHUC
Ha HUX

14.2.

Ananmus WHOUACHTOB, B TOM 4YHCJIC OIPCACIICHUC HWCTOYHHUKOB U TIPHUYHUH
BO3HHMKHOBCHHA MHIIMJACHTOB, 4 TAKIKC OLICHKA X MOCJIeACTBUI

14.3.

HpI/IHHTI/Ie MCp 110 YCTPAHCHHIO MOCJIEACTBUM UHILIUJICHTOB

15. YopaBnenue koHpuUrypanueit ”HGOpMaIMOHHOW CUCTEMBI U CHUCTEMBbI 3aIIUTHI

MMCPCOHAJIBHBIX TAHHBIX

15.1.

OnpeneneHI/Ie JIMI, KOTOPbIM pPa3pCHICHBI JICUCTBUS I10 BHECEHHUID H3MECHCHHU
B KOH(l)I/IpraHI/IIO HHq)OpMaHHOHHOﬁ CUCTCMbI U CUCTCMBbI 3allIUThI IICPCOHAJIBHBIX
JaHHBbIX




15.2.

VYrpaBieHne  W3MEHEHUSIMH  KOH(UTyparuu
Y CUCTEMBI 3aIIUATHI IEPCOHAIBHBIX JaHHBIX

UHPOPMAITMOHHON

CHUCTEMBbI
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